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ROGRAMMING NETWORK PROCESSORS and co-

processors is a difficult task. Many companies admit

that their previous-generation parts were too difficult

to program and are investing heavily in creating better

development tools. The challenge is daunting for sever-

al reasons. First, the applications
themselves are complex, and their
design requires great ingenuity to
develop techniques to process
packets at wire speed. Another
challenge is that the gamut of de-
vices differ enough from each
other to allow no coherent classi-
fication; for example, every “for-
warding engine” assumes a differ-
ent level of function and offers
different means for offloading
tasks to other devices to accelerate
processing. Also, getting these de-
vices to communicate and make
full use of each other’s unique fea-
tures can take weeks to months.
And, as much as the data plane
(wire-speed processing) and con-
trol plane (system-level manage-
ment) are independent, they must
work together intimately.

One of the primary bottlenecks
to design is learning how to use
the various devices available. Each
device or software suite takes a dif-
ferent approach to network pro-

cessing, offering unique methods
for solving certain portions of the
problem. The programmability of
many network processors and co-
processors lets you build on these
methods to also create your own
methods for approaching these
problems. This situation means
that software plays an increasing-
ly more important role.

Development tools and off-
the-shelf software are key differ-
entiators of ICs. As the race con-
tinues toward simplifying the
programming of these devices,
many vendors have come to rely
on C as a way to avoid the com-
plexities of assembly or microc-
ode by abstracting the problem
of understanding the internal
workings of a device or the com-
plexities of having two devices
communicate with each other.
And all vendors are turning more
of their R&D dollars toward de-
veloping tools beyond assemblers
and debuggers.

For much more on this topic, go to the Web version of this article at www.ednmag.com.
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Those vendors that offer C tools
claim that developing in C is signif-
icantly easier than developing in as-
sembly or microcode. They claim
that their compilers create code that
is on par with handwritten code.
They also claim that those pro-
grammers familiar with C will
somehow have an advantage over
those programmers who don’t.

The reality is that few of the ven-
dors actually support C. First, the C
they are citing has been stripped of
huge blocks of features, such as
floating-point  instructions or
pointers. Internally, the structure is
also different. For example, func-
tions are often resolved as inline
code. Next, the C may offer a super-
set of specialized instructions that
optimize certain tasks. These in-
structions may be intrinsics, prag-
mas, extensions, or macros that give
you “direct” access to the hardware
architecture or function calls to in-
line assembly blocks or direct com-
mands to a hardware accelerator. At
this point, you have to consider
whether this C is a simple extension
of C or more of a C**, a new lan-
guage only somewhat related to C.

Some vendors pitch their versions
of C** as languages with
“guardrails” that won’t let you do
things you can’t or shouldn’t do.
However, to understand how to
avoid scraping these guardrails
when you want your code to scream,
you have to understand the pro-
gramming model the assembly of
the network processor expects. Note
that this is not the programming
model the C compiler expects. If the
network processor really expects as-
sembly and wasn’t designed to sup-
port C-types of commands, the
compiler forces you to program in
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a manner that results in less efficient
code. The underlying hardware with its
specialized acceleration engines may re-
quire a unique method of programming
to take full advantage of these engines. If
you use intrinsics to access these accel-
erators, then you’re not using C anyway
and have probably added a layer of ab-
straction and inefficiency to your code by
not directly using inline assembly.
Using C does not reduce the complex-
ity of the network-processing problem.
You can give the task a C syntax, but this
approach doesn’t reduce the internal
complexity. Using C doesn’t mean you
don’t have to understand what you’re do-
ing. For example, table-look-up algo-
rithms depend upon the type of hard-
ware acceleration available. Some co-
processors offer specialized functions
that go beyond mere look-up and ad-
dress issues, such as lowering power con-
sumption by hashing look-up keys and
segmenting large tables. Accessing these
engines to their fullest capacity requires
access to the engines themselves and un-
derstanding how they interact with the
rest of the system. Using C cannot shield
you from having to learn such details, but
it can hinder you from taking full ad-
vantage of them. You may even go so far
as to try to trick the compiler into doing
things you want to do but don’t know
that you shouldn’t be doing with the net-
work processor. From another perspec-
tive, consider the differences between
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AT A GLANCE

> The primarily design bottleneck is learn-
ing to use the network-processor/coproces-
sors’ tools, software, and reference code.

> Abstraction simplifies the programming
model but comes at a cost in efficiency.

> Programming in C may not be such a
crazy idea; you can trade off code efficien-
cy for the opportunity to evaluate addition-
al hardware devices.

Java and C. On the surface, the two lan-
guages look similar. Yet, what is good
programming in C is not necessarily
good programming in Java. C allows the
use of pointers, which are fundamental
data-management tools. Java, on the oth-
er hand, has garbage collection, which
colors many design decisions. In some
cases, the fact that you know a similar
language, C, may actually increase the
time it takes you to learn a variant of the
language, C**, as you struggle to “un-
learn” common structures in C that are
cumbersome in the world of C**.

C doesn’t easily handle, for example,
the basic task of bit manipulation. If you
want to do a multi-tuple look-up, you
need to extract fields from different parts
of a packet to create a single look-up key.
Likewise, the result of the look-up may
contain several results that you need to

extract and store. In such a case, C is not
an optimal language. Pulling bits takes
about as many lines of code as assembly
would, and, because of the abstraction
from the underlying hardware, you can-
not easily take advantage of bit-manip-
ulation engines. A representative from
one vendor claims that bit manipulation
is straightforward and simple in C, stat-
ing “testing the 15th bit in the second
word of an IP header...would compile to
no more than five machine instructions.”
Another vendor talks about using string-
copy instructions to rip bits from a tag
and compress them. Is this a good ap-
proach for programming or for execu-
tion?

Bit manipulation is a common enough
task to warrant some kind of abstraction.
Some vendors provide this abstraction
via templates with header constants de-
fined for particular protocols. Some have
created microcode libraries optimizing
protocol-specific functions, such as strip-
ing fields to create a look-up key. Others
offer C functions or pragmas that pro-
vide inline assembly for standard, com-
mon, protocol-specific functions using
on-chip acceleration engines. However,
if you want to do something nonstan-
dard, such as creating a hash key for ac-
celerating table look-up, you’ll have to
drill down to the assembly yourself.
Some proprietary languages recognize
the frequency of such operations by of-
fering an instruction that generates look-

PROPRIETARY BABBLE

Some network processors sup-
port proprietary languages,
which may also be specific to a
task, such as classification. A
vendor may claim that one line
of such a language can repre-
sent tens of lines of C and hun-
dreds of lines of assembly.
These claims may not tell the
entire story. Such a language
necessarily limits what you can
do. For example, how many
ways can you configure a single
line of a high-level language ver-
sus hundreds of lines of assem-
bly? Consider the following anal-
ogy: Even with different tenses,
suffixes, and prefixes, the
amount of detail you can impart
with a single word cannot match
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the variety of expressions you
could impart with 100 letters.
The question to ask is how
much detail do you need to
solve a task? Some packet-pro-
cessing tasks, for example, are
so well-defined and limited in
scope that gross instructions
may be sufficient and actually
simplify the programming task.
On the other hand, the simplici-
ty of the language may be an
illusion. Each instruction may
have so many parameters and
options that it takes you longer
to write a single line of code
than it would to have written the
equivalent C code. Some instruc-
tions are more like fixed func-
tions with long parameter lists,

which are fine for a well-defined
task but a barrier if you have a
unique implementation for an
algorithm and lack the necessary
detail to outline it. Interestingly
enough, these vendors still talk
about how designers will want
to optimize their code. Yet, with
such limits of language, how cre-
ative and clever can your algo-
rithms be? Then again, just how
clever do they need to be? The
specialized language should
implicitly promote the creation
of optimized code if it was
designed to be intimate with the
hardware.

In some respects, it's unclear
why the vendors think that pro-
gramming in assembly is so diffi-

cult. Some of the languages and
C implementations the vendors
tout as panaceas to program-
ming seem less than simple.
One purpose of higher level lan-
guages is to promote readability
and understanding of code.
However, the syntax necessary
to cram enough parameters into
a single line of code to accom-
plish the work of 100 lines of
assembly requires abbreviations
and tight spacing to create a
wholly unreadable listing. Three
lines of code would be easier to
read. In some respects, the one-
line metric—how many functions
you can cram in a single line of
code—is a race toward incom-
prehensibility.
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up keys; its arguments are the positions
of fields in the packet and the registers
you want to store the results in. Such syn-
tax allows you to create a key in one line
of code and efficiently uses acceleration
engines (see sidebar “Proprietary bab-
ble”). Note that each of these approach-
es may not long remain a competitive ad-
vantage because other vendors will carry
these advances to their next generation of
tools, as well.

The underlying fallacy of the C-lan-
guage argument lies in that vendors
claim that, as programmers move to a
high-level language, the skill of the pro-
grammer has less impact on code than
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at the assembly level; that is, C evens the
playing field. To some degree, abstraction
frees programmers from understanding
what is happening “under the hood” and
enables them to focus on what they want
the network processor to do. However,
most designers didn’t build their network
processors with C in mind, and bridging
a general-purpose language, such as C, to
a highly specialized assembly is bound to
result in inefficiencies. This restriction
means that when you're trying to squeeze
another few cycles from an algorithm,
you'll find it more difficult to figure out
how to pull bits out in 24 steps instead
of 27 if you don’t understand what the

network processor can and is doing. If
the vendor offers no access or fails to
maintain its assembly-level tools, you
may be unable to recapture this lost effi-
ciency.

C OR ASSEMBLY: A QUESTION OF MATURITY

Despite these limitations, one can say
alotin favor of programming in C. Code
optimized for a device can suddenly be-
come less so when the vendor releases the
next generation. For example, one of the
old x86 variants took one less clock cy-
cle to execute storage through the accu-
mulator rather than directly through a
register. When Intel released the next-

CUSTOMIZING CODE: A SERIOUS PROSPECT

Altering code erodes the code’s
portability in several ways. Re-
designing code to take advan-
tage of particular hardware opti-
mizations means that you can-
not change hardware without
unmaking and then remaking
these changes. It also reduces
your ability to use the vendor's
next release of code. And don't
forget those 800-pg manuals
and thousands of lines of code
you'll need to sift through and
understand.

Given that you will most likely
customize any code you receive,
you should understand the chal-
lenges of managing and tracking
such customizations. The vendor
will probably offer a revised
update of the code you are
using and have customized. You
can ignore these revisions if you
don't want them but not if they
are revisions to fix errors. To
adopt revisions, you have to
either carry over customizations
changes to the revision or carry
the changes in the revisions to
the customized code. If the code
is fairly stable, many teams
choose to “freeze” the version of
vendor code they use, taking full
ownership for changes and
maintenance.

Well-designed code takes a
modular approach that effective-
ly separates stable sections of
code from code that continues
to mutate, resulting in revisions
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that clump in expected modules
of code, leaving the rest of the
code intact. One way to protect
stable code from later optimiza-
tions and revisions is through
APIs. The tasks you want to per-
form, such as a table look-up,
don't change, but some underly-
ing fundamental function
changes. Such modularity can
define the line where vendor
and engineer change code: The
vendor controls the code above
the API, and the engineer con-
trols the code below it. Such
modularity can also allow the
extension of new functions and
protocols without affecting the
code base. Thus, the structure of
code plays a significant role in
how difficult it will be to carry
custom changes through genera-
tions of code.

Nearly every customer wants
to customize code, so most ven-
dors supply source code, even if
they would rather not. Ask to
see a previous generation of
code and how the vendor dis-
tributed the revisions during the
upgrade. Does the vendor
expect you to compare the dif-
ferent revisions, or does the
company clearly identify and
document the changes? Also,
check how often and for what
reasons the vendor has revised
code. Enhancements, however
nice, can be a nightmare to rein-
tegrate with customized code.

Implementing revisions can tem-
porarily halt code development
as you validate the changes. If
you carry your customizations to
the revised code, clearly track
your changes, because you may
be repeating the process the
next time the vendor issues an
upgrade. Also, if you ported the
code to an operating system of
your choice, you may have to
port part of the revisions, as
well.

Also, consider whether the
network-processor vendor,
coprocessor vendor, or a third
party wrote the reference code.
Of those, which has the incen-
tive to ensure that it works? Do
the pieces fit well into a modular
architecture, or did the vendor
hastily stitch them together? In
general, the more defined the
application, the more focused
the code, and the more likely it
is that you will be able to use
less of it, depending on how
much your application differs
from the reference design.

Choosing whether to change
code in the middle of an impor-
tant block of core code or in an
abstracted low-level function
requires an intimate understand-
ing of the design and structure
of the code base. Abstraction of
the code facilitates this process,
but it adds layers of complexity
to the code and reduces the
code’s execution efficiency.

No network-processor vendor
now offers tools for tracking and
migrating customized code to
revised code. Some vendors
offer source-control tools, many
available as freeware, for track-
ing a team'’s work on a large
code base. But these tools are
available only for that one team.
Remember that two teams are
working on code. One team, the
vendor, has no knowledge of
and little regard for the changes
that the second team, yours,
makes. Some vendors claim that
tracking changes is simple; oth-
ers admit that it isn't. Much
depends on how deeply you
expect to customize the code.
Bottom line: If you want to make
custom changes—and you will—
you have to manage the
process.

Carefully consider what cus-
tomizations you make. For
example, if the vendor plans to
offer software in a future revi-
sion covering a function you
want to add, you shouldn't
spend a lot of time developing
and optimizing this function
when you could focus your
efforts elsewhere. However, you
could license your changes or
ports to the vendor. You may to
some degree be helping your
competition, but you also have a
hand in what you consider a key
section of code and will be able
to somewhat direct its course.
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MARKETING MISTRUTHS AND OTHER LIES

Many network-processor ven-
dors claim that abstracting
code—that is, using C instead of
microcode—saves a designer
from having to understand the
underlying hardware architec-
ture. In almost every case, this
claim is patently absurd.

Consider the issue of resource
contention. In a multiprocessor
or multithread architecture, two
executing tasks often want to
use the same resource, such as
the memory, the coprocessor, or
the on-chip accelerator. Resolv-
ing such contentions requires
buffering and arbitration. One
task gets priority over the others,
and the others have to wait for
the resource to free up. The
processor can execute code that
does not depend on the interac-
tion with the resource during
waiting, but most programming
is linear, and nonlinear process-
ing can go only so far. Chances
are, you can't avoid a stall.

Deterministic environments
have a maximum time in which
the processor can grant access
to a resource. The larger the
maximum time, however, the
less processing that can occur at
this stage. Only a designer with
full knowledge of the architec-
ture can determine this maxi-
mum time. Increase the com-
plexity of the possible con-
tention, and you also increase
the complexity of determining
the maximum latency.

No clear answer exists for
how multithread/multiprocessor
architectures can efficiently
resolve resource contention.
Several packets in a pipeline,
while at different stages of pro-
cessing, may each require access
to a look-up engine. Perhaps an
arbitrator buffers and resolves
such conflicts. However, without
understanding how these stages
impact each other, a designer
may inadvertently design a sys-
tem that calls upon a resource
in bursts as opposed to spread
out over time, thus creating an
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unnecessary system bottleneck.

There's also the problem of
nondeterministic resources such
as encryption engines. Loads to
an encryption blade are difficult
to predict, and a thread could
be seriously delayed based on
traffic in another part of the sys-
tem altogether. The worst-case
for encryption can be so bad
that you may find it better to
throw off such packets as excep-
tions.

A compiler or a hardware
arbitrator can resolve resource-
contention issues, but how effi-
ciently can they do so? There's
no simple benchmark; efficiency
depends on the designers’ code
and coding style.

Another common marketing
untruth is the quality of com-
piled code. If you press them,
most vendors admit that you
will want to hand-optimize com-
piled code because the compiler
often does not understand criti-
cal system issues that affect opti-
mization. Remember, too, that
the vendor may be giving the
compiler an advantage in that it
can easily perform certain tricks,
such as loop unrolling, perform-
ing inline instructions, executing
code out of order, and collaps-
ing contiguous memory access-
es into a one access, or colloca-
tion, of data. The handwritten
code they compare the com-
piled code against may not have
taken advantage of any such
optimizations. Also, compiled
code sometimes takes advan-
tage of previously hand-coded
blocks of code for specific func-
tions. The vendor demo code
will follow form enough for the
compile to recognize such
blocks and substitute the opti-
mized code. However, will the
code you write accomplish this?

Several vendors claim that
you can write the code for IPv4
(Internet Protocol Version 4)
routing in 10 minutes. This claim
makes no sense. It takes more
than 10 minutes to figure out

what you want to design, more
than 10 minutes to load the soft-
ware, more than 10 minutes to
learn to use the tools. These
claims suggest that the vendor
doesn't understand the com-
plexity of these designs. Few
designers would use such code
anyway; you don't have much of
a design if you could do it all in
a few minutes or a few days. It
pays to carefully probe such
vendors' software claims and
understand clearly what it will
take for you to alter such soft-
ware so that it can be useful to
you.

Another marketing claim that
is hard to verify unless you've
committed to undertaking a seri-
ous evaluation of the hardware
is the quality of multiproces-
sor/multithread compilers. The
DSP industry, which has for
years used multiprocessor/multi-
threaded designs, has yet to
develop excellent tools for han-
dling debugging, profiling, and
optimizing such designs. The
network-processing industry and
its tools are relatively new. These
problems are difficult to solve.
Even the control path is starting
to go multiprocessor as data
rates increase and single proces-
sors provide insufficient control
management.

Various multiprocessor/multi-
threaded network processors
take different approaches to par-
titioning processing. Two com-
mon methods are dedicating
processors/threads to specific
pieces of packet processing and
having each processor/thread
handle the entire processing of
a packet. In the first case, break-
ing processing into pieces adds
the complexity of having to
stitch the pieces back together
and manage the data flow
between processors/threads.
The internal communication
architecture is like a tiny network
in itself, with buffers and flow
control. Such an architecture
also needs to be able to change

dynamically, based on actual
traffic patterns. How do you
account for such factors during
compilation?

In the second case, the
processors/threads act inde-
pendently and create resource
contention, depending on how
different types and sizes of pack-
ets happen to fall. Packet pro-
cessing is an asynchronous
operation, and various proces-
sors/threads quickly fall out of
synch with each other. A compil-
er may be able to handle con-
tention issues for well-under-
stood operations, but high-
speed operations working with a
variety of protocols with differ-
ent levels of servicing and pro-
cessing become difficult to
define as predictable and,
hence, understandable. It is a
fundamental truth of network
traffic that it is neither determin-
istic nor predictable.

Using multiple chips adds
complexity, meaning that you
need to share flow-control/back-
pressure information and
resolve resource contention. A
network processor and
coprocessor using a shared
memory can significantly reduce
the effective memory band-
width. Using multiple chips or
even multiple dies in a multichip
package adds additional poten-
tial system bottlenecks. Cache
coherency becomes an issue for
chips that share cache: When
one component is using a part
of memory, another chip may
be unable to access that part
until the part is free, causing
latencies.

Nevertheless, many of the
tools vendors offer are leading-
edge products. However, they
may not necessarily be exactly
what you need. Optimization
still requires a human perspec-
tive that can consider all the fac-
tors you can't describe to a com-
piler. As good as the tools are,
this still isn't a task for inexperi-
enced programmers.
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generation chip, the role of the accumu-
lator changed internally, and the position
reversed: The direct code worked faster.
Getting too involved with the under-
lying architecture presents a temptation
to many engineers to build code opti-
mized for that architecture. After all,
every engineer knows that a human
coder is more efficient than a compiler.
But you have to approach this situation
from a system-level perspective. Is re-
ducing a core code loop more efficient if
it takes a programmer a week to do so?
A week is more time than what many co-
processor vendors claim is necessary to
construct a shim layer, which adapts the
abstracted code to the available hardware
without modifying the majority of the
abstracted code. The trade-off takes a
wider perspective than merely how fast
code executes. Which is more important:
running a block of code a few instruc-
tions faster or evaluating the perform-
ance of an additional coprocessor?
Using a higher level language that
shields you from the details lets you more
quickly sketch out an architecture. Again,
using C sometimes results in significant
inefficiencies. But these inefficiencies
have alower cost if you still have available
overhead in the network processor. The
trade-off becomes the ability to create
code that leaves room for future products
or testing several divergence architectures
and profiling system-level inefficiencies
to evaluate which overall approach will
serve best in the long term (see sidebar
“Migration patterns” on the Web version
of this article at www.ednmag.com). As
long as the network-processor vendor has
an available assembler, you can optimize
key sections of code when you have time
to take care of details. Regarding over-
head, optimizing core code between gen-
erations of products frees up some head-
room. Also, don’t underestimate the value
of next-generation devices (see sidebar
“Silent but deadly” on the Web version of
this article at www.ednmag.com). In the
time it takes you to optimize your code,
the vendor may have released a chip that
offers enough of a performance gain to
obviate the optimization. Of course, you
have to have faith in a vendor’s road map
to adopt this course (see sidebar “How
well do you know your vendor?” on the
Web version of this article at www.edn-
mag.com). The goal to keep in mind is to
create a finished product. Great code in a
product that isn’t finished before the
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R&D dollars run out is worth nothing
(see sidebar “What’s the real cost?” on the
Web).

ABSTRACTING APPLES AND ORANGES AS FRUIT

Two years ago, many network-proces-
sor vendors loudly proclaimed that pro-
gramming in their network processors’
microcode was easy. Today, they are just as
loudly proclaiming today vendors that ex-
pectyou to code in microcode are making
things difficult for you. All this market-
ing hype hides a truth: The single biggest
step vendors can take to accelerate soft-
ware development is to simplify the pro-
gramming model (see sidebar “Some
questions about software” on the Web ver-
sion of this article at www.ednmag.com).

One popular method of simplifying
programming is to create software ab-
stracts of functions that map to various
hardware elements. Thus, the program-
mer focuses on the application and avoids
the perplexing details of hardware imple-
mentation. The general idea is that you
can reduce any application to some sig-
nificantly smaller number of core func-
tions, much in the same way that the core
instructions of a programming language
form the basis of complex applications.
For example, Internet Protocol Version 4
routing can be reduced to approximately
30 fundamental functions. One such
function might modify a table entry in a
forwarding table. Above this subset, the
software need not understand how you
modified a table—only that you can mod-
ify it. To port this application, you need
to supply shim code, the code necessary
to implement the core functions on the
hardware platform. Some network
processors supply code or libraries, and
APIs access their functions. In such cases,
shim code would bridge the two APIs,and
you would have to write shim code
for both the control- and the data-plane
processors. Add a coprocessor, and you
also add a shim. You may also need
to build a shim for the operating system
(see sidebar “Open-source operating sys-
tems on the Web version of this article
at www.ednmag.com). This approach
may leave you with several shim layers
to create.

The admitted complexity of shim lay-
ers varies from vendor to vendor. Some
claim that you can port to their APIs in
aweek. Others suggest allocating three to
six months for the process. The longer
figures are probably more accurate in

that they consider such issues as the com-
plexity of the other API you are creating
the shim for; the learning curve for the
tools and software; how much code in
kilobytes versus megabytes you have to
port; how long it takes to sort through
the code and understand all the relevant
dependencies, including both the data-
and the control-plane shim to the oper-
ating system; and testing and validating
the shim to the point that you consider
it not only working, but also robust. If the
vendor still claims that you can write the
shim in a week, ask the marketers why the
company’s engineers haven’t yet written
it, or make writing the shim part of your
purchase deal (see sidebar “Anatomy of
a third-party network-processing-soft-
ware vendor” on the Web version of this
article at www.ednmag.com).

Some vendors offer “device-independ-
ent” APIs, meaning that you can use such
software regardless of the hardware im-
plementation you choose. This software
to some degree shifts the onus of com-
patibility from software to hardware. Tra-
ditionally, software developers have writ-
ten software to match the hardware.
Now, you have to make the hardware
match the software. To interface the con-
trol and data planes, this matching may
mean that you may have to write a shim
not on the control plane but on the data
plane, where processing is most costly. If
the shim is relatively thin (meaning not
complex or process-intensive), this extra
cost is negligible.

Device independence also challenges
the premise that network processing is a
system-level problem. Network proces-
sors and coprocessors as a rule offer fea-
tures that differentiate them from other
devices. To abstract functions means to
limit the visibility of application code to
capitalize on these unique features. Some
functions, such as “search table,” remain
relatively constant across implementa-
tions. “Relatively” is the key word, how-
ever. The special features of each co-
processor can make all the difference in
table look-up and management, often
key differentiators among products.
Some vendors address this issue by writ-
ing blocks of modular code and provid-
ing the various network processor- and
coprocessor-specific shims as well as a
wider API that can expose such features
in the modular code. Such generaliza-
tion, however, may add layers of ineffi-
ciency unless you can configure the mod-
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ular code for this purpose. Also, look at
the internal partitioning within the soft-
ware to see how its designers tried to
solve the problem; the paradigms they se-
lected to some degree define the limits of
your system-level performance.

On the network-processor side, many
vendors have tried to simplify the pro-
gramming model in various ways (see
sidebar “The Network Processor Forum”
on the Web version of this article at
www.ednmag.com). Several of the multi-
processor/multithreaded network
processors have single-threaded pro-
gramming models. In other words, you
write your code as if your design had only
one thread and one processor. The com-
piler and network processor take care of
everything else for you. What sacrifice in
performance do you make for this sim-
plicity? There are many internal con-
straints, including access to memory, to
coprocessors, and to internal buses, with-
in a network processor. If the program-
mer has no idea what these constraints
are, the code could challenge a compiler
to optimally allocate these resources (see
sidebar “Marketing untruths and other
lies”).

At the onset of a design, it may be un-
clear which functions should run on
which piece of hardware. Given the va-
riety of coprocessors and kind and
amount of processing each does, parti-
tioning functions is difficult and often an
after-the-fact experiment. An onboard
coprocessor can process security func-
tions, for example, inline. In this ap-
proach, all packets pass through an en-
cryption engine before hitting the
network processor. Alternatively, the co-
processor could pass these functions to
a dedicated encryption “blade,” or card.
It’s also unclear how much of say, SSL
(Secure Sockets Layer) processing should
take place in the coprocessor, the control
processor, and the network processor.
Unfortunately, few tools exist for making
system-level evaluations without actual-
ly requiring you to design the system.
Magnitudes-of-order difference can re-
sult from system-level structural changes,
so evaluating architectures becomes an
intensive process.

By abstracting code, you retain some
freedom in how to partition functions,
especially if the APT has several layers that
you can peel back to the level you wish
to work at (see sidebar “Customizing
code: a serious prospect”). Thus, you
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have the choice of moving some control
code to the data plane. This task is espe-
cially important depending on how you
implement the data plane and what co-
processors and features each of these of-
fers. In other words, if you spec a device
that accelerates a function, does the API
become a logical stranglehold preventing
you from partitioning that function to
the device that should handle it, rather
than the device that the software archi-
tects decided should handle it?

DEVELOPMENT TOOLS

Few vendors still offer solely an assem-
bler/debugger combo. Most vendors offer
a development environment with a com-
piler, a debugger, a simulator, a profiler,
and a traffic generator with a variety of
reference designs from which to launch
designs (see sidebars, “Simulator tools,”
“Profiler tools,” “Traffic-generator tools,”
and “Some reference designs are more
equal than others” on the Web version of
this article at www.ednmag.com). Those
chips that aren’t programmable come
with the appropriate “configuration” tools
to set the device up for an application. A
few vendors offer frameworks, encom-
passing the traditional design environ-
ment. Finally, a shortlist of vendors offers
tools that abstract the entire design cycle
away from the hardware, topped with
code-generation tools.

Tools at this highest level of abstraction
map abstractions of functions to hard-
ware or software. During initial model-
ing, you have the option of trying differ-
ent mappings to test the efficiency of
different hardware and software parti-
tioning, as well as hardware devices. You
can develop generic functions and later
define the abstraction down to lower lev-
els, such as modeling scheduling across
multiple processors, threads, or both;
shared-memory resources; and synchro-
nization of elements, to name a few. A
back-end compiler/assembler generates
code for network processors and co-
processors, building a custom implemen-
tation from a generic description. How
useful this code is depends upon the res-
olution with which you define your map-
ping and how cooperative the processor
and coprocessor vendors are in support-
ing the mapping tool; that is, someone has
to write the code or back-end compil-
er/assembler.

The difference between a framework
and a development environment is that

the framework is targeted for a specific
application. Thus, the framework “un-
derstands”, to some degree, that you are
not just developing a network processing
system, but that youre developing, say, an
IPv4 system. Common aspects and con-
cepts of the application are blended into
the environment. Frameworks often pro-
vide a skeleton system, which directs or
forms the basis for development, guiding
the developer along a known course.

Even if a vendor offers several devices
and a development environment that
“seamlessly” integrates them, you may
want only one part from the vendor and
the ability to mix and match it with de-
vices from other vendors. You should be
able to use only those parts of the tool
suite that apply to the device you choose.
For the tools to be most useful, you want
to be able to link the tools for the other
devices without having to fight with
scripts. It’s worth checking to see whether
can you add extensions to an environ-
ment. For example, you may want to
analyze data in a manner that the tool
doesn’t currently support. Finally, let the
vendor show you some of the extra fea-
tures that make its tools a cut above the
competitions’ (see sidebar “Bells and
whistles” on the Web version of this arti-
cle at www.ednmag.com).

Of course, the most important charac-
teristic of a tool is how it helps you de-
velop your design. High-level abstraction
tools may not be useful to you if you've al-
ready decided upon your hardware ar-
chitecture and have a code base to carry
over. It could be more work figuring out
how to abstract all these elements so that
you can map them back to themselves
than to simply develop more code.

Developing code for network proces-
sors today differs greatly from the process
it was even two years ago. Since then, the
IC vendors have realized that simply hav-
ing amazing hardware is too little to go
to market with. Difficult-to-use tools and
the inefficiencies of poor abstraction
threatened to make writing software the
bane of network processors. Has much
changed?

The answer is yes, on many levels. The
tools and software have become surpris-
ingly better, given the short time vendors
have had to develop them. Is the change
enough? That answer depends on your
application and how much performance
you need to squeeze from a grain of sand.
You can’t evaluate a network proces-
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MIGRATION PATTERNS

An important consideration is
how well a development envi-
ronment handles migration of
code and parallel variants. In
effect, your first design may be a
basic product from which you
want to spin off variations for
different markets. For example,
you can modify port configura-
tions, the number of cards
allowed, and other features.
How well does the development
environment support your need
to manage a single base design
and migrate changes across all
the variations?

Several vendors are trying to
target a range of markets from
0C-12 to OC-192. You may be
able to reuse much of the same
code across such diverse prod-

uct lines if they have a common
instruction set. In this case, C
has a distinct advantage over
assembly or microcode.
Maintaining development at an
abstract level reduces the need
to learn a new architecture and
new tools and carries code to
next-generation devices and
across different

markets.

In the upcoming generation
of devices, some vendors are
adopting new architectures to
realize performance advantages.
These architectures will result in
the loss of the code base you
are currently developing. Even if
the architecture is much the
same, new features will affect
your design. For example, an

SILENT BUT DEADLY

Engineering, at least from a
marketing point of view, is a
race of features and getting to
market. As an engineer, you
probably face the fact that
someone else has determined a
product’s time to market and
features. Not surprisingly, the
timing that marketing usually
requests is “now.” Marketing
often bases these decisions on
what the competition is doing.
However, in the network-pro-

cessing space, the competition
revelations are not all that
revealing.

Stories abound about compa-
nies that suddenly go bankrupt
just as they're on the verge of a
revolutionary product. On the
other hand, some companies
are foundering in the design
area but are ready to pounce on
the market with an amazing
product. Say, for example, that
your competition is working on

WHAT'S THE REAL COST?

Establishing prices for software
is often a complex negotiation.
You may pay in several ways, S0
to understand the software cost,
you must first know about all
fees. Possible fees include those
for evaluation and development
tools, source code, additional
code modules, updates, cus-
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tomization, and continuing sup-
port. Some vendors charge
$50,000 or more for evaluation
platforms. Such charges are typi-
cally a filter rather than a way to
generate revenue. The high ini-
tial buy-in discourages less seri-
ous companies and lets the ven-
dor concentrate on serving com-

additional acceleration engine
could replace some of your opti-
mized code; perhaps it is worth
focusing your optimization
efforts on blocks of code that
won't receive a hardware boost.
Also, your optimization choices
will change as the internal struc-
ture of the device changes—say,
with additional interprocessor
communication buses or in-
creased memory access. You
also need to keep your co-
processor choices in mind.
Forwarding and classification
engines are taking on more tasks
than just searching tables, free-
ing up some resources, and
necessitating code rewrites. If
the architecture will differ sub-
stantially, how does the vendor

a product using first-generation
silicon. Second- or third-genera-
tion silicon is becoming avail-
able, but no product is yet in
sight. If you start with the third-
generation silicon, you have the
advantage of more robust tools,
more integrated features, and
more libraries, right? Maybe not.
Several silicon vendors admit
that they never intended to
enter volume production with
their first-generation parts. They

panies that are willing to com-
mit.

These fees may be one-time
costs or perpetual yearly fees.
Vendors may charge on a per-
vendor, per-seat, or per-applica-
tion basis. In addition, you may
have to pay a royalty. Vendors
are reluctant to reveal royalty

plan to move your code to the
new architecture?

In this way, you can be devel-
oping code that may actually run
on a future generation of the
device. In some cases, waiting
for the next generation will give
you greater performance gains
than writing better code. One
issue to consider, however, is
that network processors tend to
advance in fairly large quantum
steps: from OC-12, to OC-48, to
0C-192, and beyond. It probably
makes little financial sense, for
example, to use an OC-192 chip
for a high-performance OC-48
application. Therefore, a vendor
focusing on building an OC-192
part won't really help your OC-
48 design.

intended these parts to serve as
training chips to get engineers
moving on designs using tools
and writing code that would
carry over to the next-genera-
tion parts. However, although
designers completed this work
in 18 months that now you
might be able to do in six,
they're now done, and you still
have six months to go simply to
catch up.

fees because they base them on
the application, which means
the projected volume for the
design. Another problem with
royalties is that the vendor then
wants to know how many boxes
you've shipped, a figure few
companies are willing to reveal.
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HOW WELL DO YOU KNOW YOUR VENDOR?

Choosing to use a device in your
design means developing a
close relationship with that
device's vendor. It pays to
understand a vendor's agenda
and its impact on this relation-
ship. Before committing yourself,
ask the following questions:

® After spending a lot of mon-
ey on creating a fantastic product,
does the vendor have any money
left over to support you through
your design phases?

® Where do you fall on the list
of priorities of a vendor that has
100 design wins?

® [f your vendor is a start-up,
how long will its venture-capital
funding hold up?

® Did the vendor decide
whether you would be one of its
design wins, or did you decide
whether the vendor would get
your design win?

@ How experienced is the ven-
dor with network processing?

® How well do you trust your
vendor with your intellectual prop-
erty?

Remember that the vendor
prequalifies you, just as you pre-
qualify it. Getting a design win
involves more than just a prom-
ise to purchase a product. The

vendor must support you and
has enough resources to sup-
port only so many customers.
Also, the vendor's reputation is
on the line when it accepts a
design win. If the prospect of
working with you seems too
risky, the vendor may back off.

Many vendors are glad to tell
you how many design wins they
have lined up. If possible, find
out how many customers the
software vendor has actually
shipped its product to. In other
words, is the vendor counting
only those customers who have
committed to purchasing the
product or including customers
who are still evaluating the soft-
ware before committing? A
world of difference exists
between these two types of cus-
tomers.

Looking at a road map of new
parts is great, but consider the
status of existing devices. Ask for
details about the road map,
including the full timeline—from
preliminary data sheets to simu-
lation models and from refer-
ence designs to samples. See
whether the vendor has met
previous deadlines and promis-
es.

TRAFFIC-GENERATOR TOOLS

Traffic-generation tools should
support a variety of protocols
under a variety of conditions.
Ideally, you should be able to
generate traffic not defined by a
protocol; you might want to cre-
ate packets with errors, imple-
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ment an emerging protocol the
tool doesn't yet support, or cre-
ate flows that stress the buffer-
ing mechanisms in your system.
You should also be able to gen-
erate traffic of your own or inject
captured real-world traffic so you

Some vendors let you pur-
chase protocols and extensions
that they promise to deliver
later. You may want to make this
investment because you could
get a lower price now than later,
and this early purchase gets you
into the loop early enough to
drive the development.

Find out what market your
vendor is playing in and whether
the vendor will treat you as a
fringe customer or part of what
the vendor considers a key mar-
ket. Some vendors count on
making substantial additional
revenue from offering profes-
sional design services. If you are
not interested in purchasing
these services, does the vendor
provide the development tools
and support you could get from
a vendor that would prefer to let
you do all your own design?
Also, find out whether the ven-
dor is willing to license back
from you code that you have
ported or added extensions to.

You should also try to figure
out your options if a vendor
goes belly-up and whether your
design investment is protected.
Many small vendors want a larg-
er company to purchase them.

can configure the system in dif-
ferent ways.

You should be able to com-
pare the actual versus the
expected results. Finally, you
may know what the results
should look like, but generating

These sales can have far-reach-
ing effects, such as a blockage in
the information flow as the larg-
er company tightens its policies,
the loss of attention a single-
product company can offer its
customers, and the severing of
relationships with now competi-
tive partners.

Further, what kind of program
has the vendor developed for
software development, including
for third parties? Look at the
program to see what kind of
support you can hope to receive
from these vendors based on
the type of support they receive
from the hardware vendor. Also,
which third parties are part of
the program, and how commit-
ted are they? And when a ven-
dor has a relationship with third
parties, does the vendor or the
third party take responsibility to
fix bugs?

Remember, vendors do want
you to be successful. After all,
they start making money only
when your product enters vol-
ume production. The question
is: How much faith does the
vendor have in you to be one of
its designs wins to show a profit?

those results and putting them
into a format that can be com-
pared with actual results may be
time-consuming if the traffic
generator cannot create expect-
ed results for you.
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THE NETWORK PROCESSOR FORUM

The data plane of network pro-
cessing includes all wire-speed
processing; that is, all the neces-
sary processing to send a packet
in the handful of nanoseconds
the processor allots each packet.
The control plane includes that
processing that does not imme-
diately need to send a packet
from a port. Such processing
includes forwarding table
updates and processing excep-
tion packets, which are those
packets that are too “unique” to
pass through the data-plane
engine.

The NPF (Network Processor
Forum) is now trying to develop
standard hardware and software
interfaces to abstract processing
elements. The software APIs it is
developing attempt to abstract
network-processor elements or
functions to a control processor.
One purpose of the APIs is to let
you create application and mid-
dleware code that will allow con-
trol processors and network
processors to interface with each
other. The API hides the hard-
ware particulars of a task. For
example, the NPF will in the sec-
ond quarter vote on the IPv4
(Internet Protocol Version 4) API.
This version defines such func-
tions as “add route” or “delete
route.” For those applications
that need to implement beyond
plain-vanilla IPv4, designers can
drill to a lower level to such
functions as “modify table
entry.” These still-abstract func-
tions provide access to special-
ized and unique features of vari-
ous network processors. An
example of an application-based
AP is classification; that is, the
application understands just that
certain functions are available,
not whether the processor
implements classification in soft-
ware, an acceleration engine, or
a COprocessor.

One promised result of this
API work is to ease the challenge
third-party vendors face in
designing application software.
Currently, if a vendor wants to
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write an IPv6 (Internet Protocol
Version 6) stack, it has to write
code to an API that is unique to
the network processor in use.
Thus, a vendor's resources for
porting the software to other
network processors limits the
ability of the vendor to leverage
software to a larger market. With
the NPF AP, the vendor should
have to write the code only once
to the API. To run the code on a
network processor, the vendor
needs to write a “shim” layer
that interfaces the API to the
architecture and the API of the
network processor. This
approach promises to open the
market for third parties, making
it worthwhile for them to write
APIs because they'll be able to
sell enough of them to make it
worthwhile and to enhance the
software offering of any network
processor with a shim for the
API.

Many third-party vendors
have developed their own shims
to interface their APIs with spe-
cific network-processor APIs. By
doing so, they can use an AP
that exposes details of both the
application and the network
processor to optimize the inter-
face between the two. General
interfaces are typically less effi-
cient and more cumbersome
than specific interfaces are. Thus,
some vendors may continue to
use their own architectures and
support the NPF APIs to main-
tain a competitive edge. For
example, it makes no difference
to the application how you
implement classification. How-
ever, once the application is run-
ning, the implementation can
have a tremendous impact on
system-level performance, such
as how fast it completes a table
update.

The NPF APIs focus on the
control plane. With the variety of
network-processor architectures
and the vast differences in cod-
ing the network-processor
engines themselves, it's unclear
just how useful third-party net-

work-processor software is. In
most cases, less than a few
thousand lines of data-plane
code run on the network proces-
sor itself. How much a third
party would have to charge for
such code is unclear.
Additionally, this area is still one
in which network-processor ven-
dors and designers add signifi-
cant design value and cus-
tomization.

Candidates for future work
within the NPF include multicast
IPv4, MPLS, IPv6, and other pro-
tocols, which the NPF member-
ship will determine. The NPF is
also working on streaming inter-
faces, in which all data passes
through each coprocessor or
component, and look-aside
streaming, in which only some
data passes to the coprocessor
and back into the stream. Many
niches exist for vendors to devel-
op coprocessors for encryption,
classification, and traffic manage-
ment. The goal is to create com-
mon interfaces to solve the cur-
rent problem that coprocessors
work with only one or a few net-
work processors without using
an FPGA bridge. The creation of
this approach would allow de-
signers to more easily mix and
match devices.

At press time, the NPF pro-
jected that it would ratify a
streaming interface by March.
The first part of the look-aside
interface, LA1, was also due in
March. Devices that logically
look like memory, including
memory, content-addressable
memory, and look-up engines,
drove the interface. LA2, which
does not have a target introduc-
tion date, will serve for devices
with a request/response archi-
tecture. With such interfaces,
you will be able to interface a
network processor with a
coprocessor without using com-
plex software or an FPGA bridge.
However, APIs generalize prob-
lems as they abstract them, cre-
ating inefficiencies and blocking
access to nonstandard

features/acceleration engines on
various chips. Thus, vendors will
continue to offer their own APIs
for high-performance applica-
tions that cannot suffer the inef-
ficiencies. Also note that defining
the control and data planes
becomes less critical for lower
speeds, and, in some cases, one
chip can handle the entire pro-
cessing task, possibly eliminating
layers of abstraction. In any case,
vendors will probably continue
to support proprietary APIs to
preserve the code base of exist-
ing designs. However, note
which API the software truly sup-
ports. In other words, did the
vendor rebuild the software
architecture for optimization or
merely add an extra shim layer
to bridge the proprietary API
with the standard API, thus
adding another hidden layer of
inefficiency?

The NPF is also working on
various benchmarking standards.
The need for benchmarks is
undeniable. Yet even bench-
marking from a black-box per-
spective with set traffic streams
fails to account for the special-
ized functions of each combina-
tion of network-processing com-
ponents.

Many vendors believe in the
design that the NPF proposes.
However, even if the NPF can-
not reach consensus on low-
level design issues, these ven-
dors say, much good for the
industry will have come from it.
Many others feel that the act of
standardization is absurd in a
market in which every architec-
ture is unique. In any case, it
may be some time before you
see wide implementation of the
work of the NPF. Many vendors
have spent lots of money and
need to see some return on that
investment before they make
another upgrade. Pockets are
only so deep, and many start-
ups are discovering that it's
expensive to support a customer
after the design win.
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SOME QUESTIONS ABOUT SOFTWARE

Vendors claim that the software
they supply you will yield dra-
matic gains in time to market.
It's worth looking past the
claims and asking a few hard
questions of your own. For
example, what kind of API does
the software offer for extending
functions? Is the platform really
open or just a proprietary API
with some published spec
sheets? How easy is it to add or
revise code to the platform?
Does the code have an API at
both sides so you or third par-
ties can build on top of the
code? Does the software comply
with the Network Processor
Forum's APIs?

The vendor claims you'll get
efficient compilation of its code.
However, the code targets sev-
eral platforms. How does the
vendor guarantee that you'll
have efficient compilation for
your platform?

Some vendors claim that you
cannot choose just pieces of
their software without experi-

PROFILER TOOLS

Profilers monitor the perform-
ance of a system over time. At a
basic level, a profiler shows you
how close your design is to pro-
cessing packets within wire-
speed limitations based on dif-
ferent traffic conditions. You
need to know how much and
how efficiently you're using the
overhead you have for addition-
al processing and services. The
profiler can also tell you where
your system hits the most con-
gestion. The challenge is realiz-
ing when you've reached a

point at which you approach the

maximum capacity of the hard-
ware.

Profilers work by capturing
data during simulation. When
you or a breakpoint stop the
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encing significant pain. The
code is too integrated with itself,
they say. (They'll encourage you
to purchase code that they
themselves don't offer instead.)
Third parties offering a best-of-
class block of code will probably
disagree. In some cases, the
third-party code will run on the
other vendor’s code in a way
that not only doesn’t damage
the integrity of the code, but
also adds features the code
doesn't otherwise offer.

You sometimes gain an
advantage when you use one
vendor’s code. For example, if
you want to support IPv4, IPv6
(Internet Protocol versions 4
and 6), and MPLS
(Multiprotocol Label Switching)
code from a vendor, you can
share resources, such as code,
tables, and memory. Using code
from three vendors may require
three sets of resources.

How do you pick a “standard”
piece of software, such as an
IPv4 stack? Check the scalability

simulation, the profiler can then
sort through all the information
it has captured. You should be
able to search this data to see
when a register was within a
range or pull up a graph com-
paring values over time.

Some profilers allow you to
track the path of, changes in,
and duration of operations on a
packet as you worked on it. You
can track the number of packets
crossing an interface. You can
track the time it takes to process
individual packets over time,

viewing the minimum and maxi-

mum loads on the system and
viewing events or functions. You
can also monitor table manage-
ment and confirm that the sys-
tem efficiently maintains the

of the modules to the speeds
and applications you plan to
migrate your design to.
Consider which extensions of
the protocol the vendor sup-
ports and the vendor's history
of supporting new extensions
and changes to specs. Also,
check how quickly the vendor
has corrected errors that crop
up in code. Confirm vendors'
claims of standards compliance
and whether the code has
passed independent compliance
testing.

How accessible is the code
for customization? Will it take
you longer to figure out how to
customize the code than it
would to write your own?
Although off-the-shelf code can
speed time to market, you still
have to consider whether the
look and feel of the code is
compatible with that of your
other products. Many vendors
offer tools for modifying the
management interface of con-
trol code, allowing you to use

entries. You can monitor all of
these functions by picking the
appropriate registers to track,
but a more useful profiler tracks
such measurements on a func-
tional level by, for example, let-

ting you click on the “track-pack-

ets” option.

For multiprocessor/multi-
thread architectures, you should
be able to track the idle time
the system spent within each
processor/thread so that you
can determine how to get that
processor/thread to do more.
You can also determine worst-

case values for pipeline architec-

tures or for processor/thread

loading. The ability to track the
use of both internal and exter-
nal resources, such as memory

your own screens and logos.

If you port the software to a
platform, consider licensing it
back to the vendor. Also consid-
er that code you are preparing
to invest in writing may sudden-
ly become available from the
vendor through a license from
one of your competitors. If your
design cycle slips, then the
sweet spot in the market you
targeted six or nine months ago
may have moved sufficiently to
warrant altering your design
specifications. Can you make
such an adjustment without dis-
rupting your outdated design?

Once you decide on a various
network processors and copro-
cessors, you still might want to
consider how portable your
code is. If one of your vendors
goes out of business, what
options do you have? Do you
have rights to the chip design,
and if so, do you really want to
build your own chip?

or look-up engines, is also
important. However, for this
information to be most useful,
you need to be able to easily
reallocate processor/thread
loading so you can quickly test
new balances.

Profilers seriously impact sim-
ulation speed. A good profiler
lets you define what data to
capture and how often—that is,
how many cycles—to capture it.
By limiting the data you capture,
you can significantly increase
simulation performance. This
increase reduces the simulation
time it takes to ferret out the
results of corner cases or excep-
tions or to see how fast sus-
tained bursts bring the system
to its knees.
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BELLS AND WHISTLES

Optional features make some
tools more helpful than others.
Among these features are con-
figurability, bounds checking,
and the ability to single step
through a multiprocessor or
multithread design.

You may need to configure a
host of tools to initialize each
device you wish to use. Tools
that let you select settings and
then set up the chip for both
simulation and production code
can save much time and prevent
many simple but frustrating
errors. With a bounds checker,
you can prevent memory leaks,
which are a disaster for systems
that users never turn off. The

environment in this case moni-
tors memory resources to flag
such losses. For multiproces-
sor/multithreaded systems, sin-
gle-stepping can mean the abili-
ty to single-step a processor/
thread either while others run or
sit suspended. Also, the ability to
have complex triggers across
multiple processors/threads can
aid in understanding resource
contention issues.

Other optional features
include templates, drag-and-
drop ability, and the use of
scripts. Templates provide prede-
fined constants for fields and
structures within well-known
protocols, which are useful for

field and bit manipulation. Drag-
and-drop features allow you to
view packets without typing or
using checkboxes. For example,
you can create a look-up key by
dragging the appropriate fields
onto a blank key. Scripts are use-
ful for creating milestones or
regression testing, a rigorous set
of tests that your code passes
without error. As you continue to
change the code, you occasion-
ally run the milestone script to
ensure that you haven't created
errors in the code with the new
changes.

Libraries and comment dis-
play are also useful. Libraries can
code common transformations,

such as conversions between
protocols and the building of
common look-up keys. Some
debuggers can display com-
ments alongside source code,
meaning you don't have to con-
stantly switch between screens.

Finally, the Web can provide
invaluable support. Web-meet-
ing software allows a geographi-
cally diverse team to attend
demos or review meetings
where all attendees can see the
same screen. You can also have
service support and watch and
participate as you demonstrate a
bug or ask a question on how to
use software.

SOME REFERENCE DESIGNS ARE MORE EQUAL THAN OTHERS

Reference designs are a check-
box item on every network-
processor vendor's marketing
sheet. When a vendor offers a
reference design, it has built a
board with a device, written
some software, and can get the
little LED on the corner of the
board to blink on and off. Some
reference designs do no more
than prove that the silicon won't
explode when you apply current
to it. Most claim to show you
how much headroom is left
beyond a basic application.
Others, the vendors claim, are
swell enough to put a logo on
and sell as-is. In any case, silicon
vendors generally focus on sell-
ing hardware, not software.

Will a reference design help
you ship your product? In other
words, vendors often use the
term “reference design” for
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“demo” or “tutorial,” meaning
that you have work to do even if
you use the reference design as
a baseline or foundation. The
question is: How much?

In some industries, a general
application reference platform
can go a long way. In network
processing, however, the varied
and myriad architectures prevent
general reference designs from
having as much value as they
might otherwise. A general net-
work-processor design, for
example, lets you add a variety
of coprocessors. However, such
a design is probably too general
to take full advantage of the
unique capabilities of the indi-
vidual coprocessors, meaning
that you must customize the
code. For example, a reference
design probably has different
port configurations from the

configuration you want for your
product. However, you may be
unable to scale the code in this
fashion; after all, the vendor may
have written it as a one-shot
deal to prove the silicon. Also,
the reference design may offer
only basic functions without giv-
ing you enough pieces to make
a shippable product. The claims
that a vendor can supply 90% of
the software don't tell you

much.

How do vendors determine
what reference designs to create
and support? Many talk of a
push-and-pull dynamic. They ask
their customers what they are
designing and watch market
demand so that they can guess
the location of the sweet spot. A
promise of a purchase order
also helps.

Look at how many reference

designs and for how many appli-
cations the vendor offers. If pro-
gramming the network proces-
SOT OF COProCessor is as easy as
the vendors claim, then why
don't they offer more software?
Examine the reference design to
see how flexible the code is and
how straightforward the process
will be for you to carry their
code over to a design of your
own. Challenge the vendor to
prove the extensibility of the
code to you by asking for a sim-
ple change in the code. See
what such a change entails. Also
check what language the vendor
wrote the reference code in. The
vendor may tell you that you
can write code in C but then
write code for the reference
design in assembly or micro-
code.
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SIMULATOR TOOLS

If you wait until silicon is ready
before you start evaluating a
chip, you may have waited too
long. Network-processor vendors
typically offer simulation models
of their chips months before
samples of silicon will be avail-
able. In some cases, vendors
announce chips a year before
projected sampling. As a result,
you run the double-edged-
sword relationship of an alpha
partner. On the one hand, you
can influence the vendor and
offer feedback that will facilitate
easier design for you later. On
the other hand, the simulation
models the vendor provides you
with will most certainly change
as the vendor works out bugs
and architectural kinks. Think
about asking to see the revision
specs for the simulation models.
These specs might reveal some-
thing about how many and what
kind of major architectural
changes or minor tweaks the
models have gone through, as
well as how the vendor facilitat-
ed working these revisions into
the customer design cycle.

Your design cycle will cross
the simulation/silicon line, so
many vendors design the rest of
the tool chain such that these
tools can't tell the difference
between simulated chip data
and actual chip data. In other
words, you can use the same
code, debugger, and profiler that

you will when working with actu-
al silicon. A configuration tool
that handles all the details
between simulation and emula-
tion is especially nice. The only
real difference you should see,
then, between a simulation and
an emulation using a chip on an
evaluation or prototype board is
the speed of analysis. Because
emulation employs hardware, it
executes magnitudes of order
more instructions per second
than simulation does. On the
other hand, simulators give you
much greater access to internal
data, code, and registers.
However, you don't have much
choice but to use the simulator
until vendors offer either a phys-
ical sample or Verilog that you
can download into an FPGA. You
don't have much choice but to
use the simulator.

Simulation speeds vary,
depending on how you simulate
the system. Verilog simulation
runs at hundreds of cycles per
second. Modular Verilog, in
which you simulate only subsys-
tems of the system in Verilog,
can run at thousands of cycles
per second. Full C-model simu-
[ation runs at tens of thousands
of cycles per second. The num-
bers vendors quote, however,
are typically higher than those
you'll see in reality. As soon as
you simulate on a system level,
say by adding a look-up

COprocessor or connecting to a
simulation/emulation of the con-
trol plane, you significantly
reduce performance.

An important question to ask
about the simulator is what the
vendor means by a “cycle.”
Some simulators are instruction-
accurate, versus cycle/pipeline-
accurate, meaning that the simu-
lator may not simulate system
bottlenecks, such as resource
blocking, cache flushes, con-
tentious memory access, and so
on. Simulating bottlenecks gives
you a more accurate picture of
the system but takes longer. For
example, simulating a 333-MHz
network processor even at
10,000 cycles/sec requires 9.25
hours for one second of traffic.
How long will it take for a corner
case to occur or a buffer to over-
flow?

You can take many approach-
es to speeding simulation. For
corner cases, create data and
forwarding tables to test
extremes. You can also reduce
the size or prepack overflow
buffers. Disable breakpoints and
turn off those parts of the trace
capture that you don't need to
reduce non-code-simulation pro-
cessing. Adjust the sample rate
of the trace from every 10 to 100
to 1000 cycles. Find out whether
the vendor has additional hard-
ware to accelerate portions of a
simulation. Also, run no other

applications, including sending
or receiving e-mail, while run-
ning a simulation.

Many real-world stresses, such
as long, sustained burst of pack-
ets, are difficult to profile in a
simulation environment. These
tasks require the use of a hard-
ware emulation system. Simula-
tion works well for testing basic
functions and system efficiency,
but you still need to test the
extreme but expected cases to
see whether the configuration
will fall apart under real-world
stress.

Another important aspect of
simulators is their extensibility.
Does the simulator support a
model of the coprocessor you
plan to use, and does it support
multiple models or multiple
coprocessors? You can limit sim-
ulation to a component level,
but one of the significant chal-
lenges of designing systems with
such components is getting
them to work together efficiently.
What will porting a model your-
self entail? Also consider how
monitoring the simulation envi-
ronment takes place. It can be
useful to have hooks into the
simulator, allowing you or a
third-party vendor to extend the
simulation environment, by
either adding analysis tools or
mining simulation data that the
vendor has not yet made avail-
able.



OPEN-SOURCE OPERATING SYSTEMS

Linux is a serious contender as
the operating system of choice
for the control plane. Proponents
of Linux, often a vocal group, cite
many reasons for the success of
open-source operating systems
such as Linux. For one thing,
“open source” means that you
can use a range of available soft-
ware and tools. You can also add
your own functions, a difficult
process when you're trying to
build on a proprietary operating
system. The disadvantage with

such a strategy, however, is that
the various open-source operat-
ing systems have strict rules
about how much of the intellec-
tual property you put into your
improvements that you have to
make public. For this reason,
some vendors support BSD
rather than Linux, because the
BSD open-source agreement
makes it easier to protect propri-
etary intellectual property.
Another advantage of open-
source OSs is that other parties

can improve the tool chain with-
out investments from a network-
processor vendor or a designer.
For IC vendors, however, an
open-source OS can require a
larger investment than do propri-
etary operating systems because
they mean that the vendor may
have to work with more than
one company to support that
OS.

In addition, Linux offers 64-bit
addressing and SMP (symmetric
multiprocessing) for applications

running on several across
processors. Further, open-source
OSs may have no royalty struc-
tures, and they can operate on
PCs and workstations, meaning
that you can develop and test
code using familiar tools without
requiring hardware prototypes,
unlike some proprietary operat-
ing systems.

ANATOMY OF A THIRD-PARTY NETWORK-PROCESSING-SOFTWARE

VENDOR

Third-party network-processor-
software vendors face a chal-
lenge in developing software for
a market in which almost every
design has some “special” func-
tions. Code that manages the
data plane, usually running on
the network processor, is often
less than a few thousand lines,
and developers ply it with
unique implementations
depending on the application,
silicon, and design team to dif-
ferentiate their products. Thus,
no large market exists for third
parties targeting niche applica-
tions on the data plane.

On the control plane, howev-
er, some software vendors claim
to offer complete software for

complex applications. But are
there enough design wins to
keep these companies in busi-
ness? With a modular approach,
they can reuse large amounts of
their code base across several
niche applications. By also offer-
ing design services, they hope to
customize code for you.

Other vendors recognize that
each customer has an interpreta-
tion of its application that is
unique to its architecture and
target market. In other words,
each customer has its own twist
to add. These vendors offer
prepackaged applications with
the caveat that the code will get
you, say, 60% of the way there.
They avoid uncommon or non-

standard functions, because they
expect you to make changes at
these points to yield system-level
optimizations.

Many software vendors have
developed their own “standard”
APIs for their code and are work-
ing toward industry adoption of
these APIs. The question is:
Should this adoption be a criteri-
on? The APl may become the
standard for the industry, but
the vendor may then pursue its
now-proprietary APl and shun
the accepted standard.

Few vendors are willing to
abandon their proprietary APIs
as groups, such as the Network
Processor Forum, introduce stan-
dards. Most will support both so

that their customers' code base
remains intact. Regardless of
whether a vendor runs its APl on
the standard API or runs the
standard APl on its own API, you
end up with an extra “shim” of
code that may cause a slight loss
of performance or functions.

Third-party vendors want you
to think about your added value
and hope that it isn't in the code
they have to offer you. To some
degree, they are right: Off-the-
shelf code is becoming a com-
modity. In this light, is such code
a safe choice to focus on as
“special™?





