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THE ADVANCED ENCRYPTION STANDARD IS
GAINING STEAM AS A STRONGER ALTERNATIVE
TO THE DATA ENCRYPTION STANDARD. NEXT-
GENERATION APPLICATIONS WILL GO BEYOND

SECURE NETWORKING PROTOCOLS TO

INCLUDE SMART CARDS AND ELECTRONIC-

MEDIA-CONTENT PROTECTION.

Encryption and security:
the Advanced Encryption Standard

By Stuart Allman, Cypress Semiconductor

ISTORY HAS SHOWN that it is always
H necessary for security to evolve to
meet the demands of new technology.
Moore’s Law may work wonders for

computing horsepower, but it creates nightmares for
security specialists. In recent years, the DES (Data
Encryption Standard) has become vulnerable to at-
tack by the raw computing horsepower that even a
garage hobbyist possesses. Most security applica-
tions now use a method called 3DES (triple-DES) to
extend the cipher strength of DES.

The NIST (National Institute of Standards and
Technology) realizes that DES may no longer be ap-
propriate for some high-security applications. In re-
sponse to this need for better cipher strength, NIST
commissioned a 1997 study of the AES (Advanced
Encryption Standard). The final selection of this
study was an application of the Rijndael (pro-
nounced rhine-doll) algorithm. Like DES, the AES
acts as a block cipher, but with much larger key
lengths and improved cipher strength.

WHAT IS THE AES?

The AES algorithm converts a block of 128 bits
(referred to as plain text) to a 128-bit block of en-
crypted data (referred to as cipher text). In the sense
that they are both block ciphers, the AES algorithm
is just like the DES algorithm (in standard ECB, or
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Electronic Code Book, mode).
The algorithm uses one of three

cipher key strengths: a 128-,192-, or STATE

256-bit encryption key. Each en- ROWo
cryption-key size causes the algo- ROW,
rithm to behave slightly differently. ngz
So, the increasing key sizes not only :
offer a larger number of

bits with which you can Figure 1

scramble the data, but also
increase the complexity of the cipher

PLAIN/CIPHER TEXT (ARRAY OF 16 BYTES;
bo, b1, bz, b3, ba, bs,...b15

MATRIX (4 x4 MATRIX OF BYTES)
So,0=bo| bs | bsg b2
by bs | by b3
by bs | bio | bia
bs b7 | bi1 [S33=bis
COL, COL; COL, COLs

The main encryption process-
ing first moves the plain text

‘ to a 4xX4-byte matrix called the “state.”

algorithm.

The AES algorithm repeats its core a num- ZO'O :O'l :0'2 20'3
ber of times, depending on the encryption- 31,0 Sl'l 31'2 51’3
key size. Just like DES, the AES algorithm Szz s: Szi Siz
refers to these loop repetitions as “rounds,” : : ) :
and the cipher must also complete preround e
and postround operations. However, unlike SO'O So'l 80’2 80'3
DES, the AES algorithm is not truly sym- S:; s;z S:Z s;?
metric. The operations for the reverse cipher Saa | Sao] 5311 Sas
are the inverse of the forward-cipher —
operations, and they are performed in Figure 2

ifferent order. .
a different o (.16 In the ShiftRows() transfor-

The following terms are commonly used . .

. . . mation, the column order cir-
to describe the AES algorithm. It is a good .
. - . cularly shifts a number of po-
idea to become familiar with these terms be- sitions. devendent on the row
fore reading additional literature or the FIPS numbe’r P

(Federal Information Processing Standards)
specification (Reference 1).

® A round is an iteration of the main part of the
AES algorithms. AES algorithms contain a variable

number of rounds, depending on the key size
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Figure 3
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® Cipher text is the encrypted
data.

® Plain text is the original unen-
crypted data.

® The AES algorithm expands
the 128-, 192-, or 256-bit key into
a number of 32-bit values. Each
round receives a new 128-bit key.
The total size of the key schedule
depends on the key size.

® An S-box, or substitution box,
is a look-up table.

EXPANDING INTO A KEY SCHEDULE
The AES algorithm expands the }

or fimd; | < bty _siga i+ |

tamp = wii-1]

LISTING 1-KEY-EXPANSION ALGORITHM
?lﬁ“lmﬁﬁﬂ. wed+{MNrd], hey_size)

Copy tha ey to the fical valuss of the key schaduls
Tm' weord{Rey[4"T]. koyla®i=1], eyld%ie2] iayia*iea])

Expand the res! of the key scheduls valuss
o (imbay_sie; | « (4 +Med), ies) |

IF (e ey _side = 0}
Mg w Saily\W ook oW o] b B mioe
Flcon| 1! kay_size |

else if {[ey_size = &) and (i mod key_aize == 4])
hemp = SubWord(lemp)

r{ll-*ll-h'nm1wm

values, {21, 0, 0, 0}, gives. Howev-
er, there is a slight trick to this cal-
culation. The key-expansion algo-
rithm calculates the first byte as an
exponential within a “Galois field.”
Find out more about the Galois
field by visiting the Web version of
this article at www.edn.com and
reading the Web-exclusive sidebar.
The easiest way to implement this
table is to use the example table val-
ues in the AES standard.

THE AES ENCRYPTION ALGORITHM
The AES algorithm converts 128

initial encryption key into a table of

bits of plain text to 128 bits of ci-

32-bit values. The algorithm then sub-
divides the table into groups of four
32-bit values. Each round of the AES
algorithm uses a key made up of four
32-bit values from the key schedule.
The total number of scheduled keys,
and thus the total table size, depends
on the initial key size. A scheduled key
consists of four 32-bit values for each
round of the algorithm and one final
set of four 32-bit values. For instance,
with a 128-bit key, there are 10 rounds,
so the number of 32-bit values gener-
ated during the key expansion is 44.

yte Hiatef4][4]

Bagin real of rounds

i

LISTING 2—-AES CIPHER ALGORITHM

‘Cibhlih'ﬂ'l-i Sulf 18], wi+{Nr" 4}

Copy the plaintext aray o the matrix array

Add thes round key for round O
AgdRcunday|state, w, O}

For [roaand = 1 founds Mr=1, reurd =+) [
SubElytes{stata)
SraftAows|state)
MoColumins(state)
AddRourdKeyisiale. w, rownd)

pher text. The main encryption pro-
cessing first moves the plain text (best
thought of as an array of 16 bytes) to
a 4X4-byte matrix called the “state.”
Figure 1 shows the transformation
from the plain-text array into the state
matrix. Further suboperations of the
AES algorithm happen on the state
matrix. When all processing is done,
the final operation moves the state ma-
trix to a cipher-text array with the
same byte ordering that initial cipher
operation used to move the plain-text
array to the state matrix.

Likewise, the table size for a 192-bit Rl jrocieibis . Listing 2 displays pseudocode for
key is 52 32-bit values long, and the m:lm:hm.!: the AES cipher algorithm. As men-

size for a 256-bit key is 60 32-bit val-

ues long.
Listing 1 shows the algorithm for ?‘ i

key expansion. Explanations of some

AddRoundiey|stale, w, MNP

Copy tha siats matrix 1o Be clpherbext srrey

tioned before, the number of rounds
(Nr) depends on the key size. For a
128-bit key, Nr=10; for a 192-bit key,
Nr=12; and for a 256-bit key, Nr=14.

of the terms in the pseudocode are as
follows:
® the “key” is stored as an array of bytes and contains the en-
cryption key;
® “key_size” is the size of the key array divided by four (that
is, the number of 32-bit words that the key array forms);
® “w” is the final key-schedule array and is stored as a num-
ber of 32-bit values;
® “i” is an index variable;
® “temp” is a 32-bit temporary variable;
® “Nr” is the number of
rounds, which depends on the
S'oc | [02 03 01 01][So. key size;
Z“ = 81 8? 82 8; 2“ ® “word()” forms a word
S‘j“ 03 01 o1 02 Sj“ out of four bytes;

K - ® “SubWord()” is a byte-
by-byte substitution of a 32-
bit word using the S-box
look-up table; and

® “Reonli]” is a look-up-
table value that the word
formed from the byte-wide

The MixColumns() matrix opera-
tion multiplies each column (in a
Galois field) by a 4X4-byte ma-
trix.
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Note that the cipher contains four
main suboperations: AddRoundKey(), SubBytes(), ShiftRows(),
and MixColumns().

AddRoundKey() performs an exclusive-OR of each column
with a 32-bit value from the key schedule for that round. As pre-
viously mentioned, the key schedule divides into groups of four
32-bit values, and, likewise, the state matrix has four columns.
The column number c acts as an offset into the key schedule for
the specified round to address the correct 32-bit key. For each
column c,

{Soes S1ev 8200 83} = {800 81w 820 83} xor wlround*4 + c]

SubBytes() substitutes each byte in the state matrix with a
new value. It splits each byte in the state matrix into two 4-bit
nibbles. SubBytes() uses each nibble to address a 2-D 16X 16-
byte look-up table, or S-box. The high nibble addresses the row,
a'nd the low nibble addresses the column of the S-box such that
S :S—box[Shigh] [S,.)-

ShiftRows() switches the order of the column entries for a
single row in the state matrix. The ShiftRows() operation acts
independently upon each row. Depending on the row number,
the column order shifts circularly a number of positions. This
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operation does not change

Figure 4 row 0. Row 1 circularly shifts
to the left by one column.
So,0| So1 | Soz | Soz3 Likewise, row 2 shifts to the
S10| S1,1| S12| S13 left by 2, and row 3 shifts to

32’0 32’1 32'2 523 the left by 3. Figure 2 graph—

S30| S31 | S32 | Sas ically depicts the operation.
MixColumns() mixes the
A values for any given column
Soo| So1 | Soz | Sos with other values from the

S13 | S10 | S11 | S12 same column. The Mix-
S22 | S23| S20 | S21 Columns() operation is the
S31 | S32| S33 | S30 most complex aspect of the
AES algorithm. However, it is
The InvShiftRows() transformation comprehensible when you
returns the inverse of the Sub- twist your brain the right
Bytes() operation for each byte en-  way. MixColumns() uses the
try in the state matrix. concept of multiplying two

numbers in a Galois field,
GF(2*). Operating on a single column at a time, MixColumns()
multiplies the column (in a Galois field) by a 4X4-byte ma-
trix. Figure 3 shows the operation.

The result of the multiplication in the figure is a set of four
equations that can be quickly calculated using shifts and ex-
clusive-OR operations to determine the new values for each col-
umn c in the state matrix:

S’0c= ({02} @8} xor ({03} 85, ) xor Sy xor 53¢
S’1c= So. xor ({02} eS8, ) xor ({03}e85; ) xor 5,
§%c= Sy xor S o xor ({02} e5; ) xor ({03} e8;,)
S’3.c = ({03}.80,0) Xxor S1,‘3 xor S2.c xar ({02} .S3.c)

THE AES INVERSE CIPHER

The inverse cipher converts the cipher text that the AES al-
gorithm produces to the original plain text. The cipher and de-
ciphering algorithms share the same key schedule but use the
scheduled keys in opposite order.

Listing 3 contains pseudocode for the inverse-cipher algo-
rithm. The deciphering algorithm starts and ends with the same

moves between the

LISTING 3-AES INVERSE CIPHER | [/Oarrayand thestate
matrix that the cipher
irveCiphaein{ 18], out{16], word wids (Nra}j) algorithm used. Also,
Movs the input array 1o ihe siats malrix the deciphering algo-
Slals=T rithm performs the
Adhd Hhes laat round koay same number of
Adaricunciiajisiets, v, o rounds as did the ci-
Parform the rounds pher algorithm.
e Note that the new
invGubSyles|sinie) suboperations start

AddRourdKey(sinte. w, round) . @ »
mml-cmm|m1.:.' ' with the prefix “Inv.

! These operations are

Perform the final operations simply the inverse of

InwEhiftH ows(state) h . h l . h

InvSubBytesistate) the cipher-algorithm

AddFiourdKey(Hals, w, 0 suboperations.

Mave the alals malrix o the outpuat array InvShiftRows()

‘:“*‘ N simply moves the col-
umn entries in a single

30 ep~ | OCTOBER 31, 2002

row back to where they were

. S'oc| [OE 0B 0D 09][So.
before the ShiftRows() oper- Sio| |09 0F 0B oOD||S1c
ation applied its row shift. Sye| |oD 09 0F 0B||Ss.
Figure 4 shows a graphical s..| |oB 0D 09 OF||Ss,
representation of the re- ’ '
ordering of the col- Figure 5

umn entries in each

row. As before, row 0 is un- | The InvMixColumns() matrix opera-
affected. Row 1 circularly | tion uses a new 4X4-byte matrix to
shifts one column to the | perform the multiplication.

right, row 2 shifts two posi-
tions, and row 3 shifts three positions.

The InvSubBytes() operation returns the inverse of the Sub-
Bytes() operation for each byte entry in the state matrix. The
deciphering algorithm carries out InvSubBytes() in exactly the
same manner as the SubBytes routine; however, it uses a new
16X 16-byte look-up table. (See Reference 1 for the inverse
look-up table.)

InvMixColumns() is a little more complex to perform but
requires no more knowledge than the MixColumns() opera-
tion. InvMixColumns() uses a new 4 X4-byte matrix to perform
the Galois-field multiplication. Figure 5 shows the new multi-
plication, and the text that follows shows the resulting equa-
tions. Just like the MixColumns() operation, InvMixColumns()
performs the multiplication on a single column at a time.

Although the larger multiplication factors are a bit more
computation-intensive, the InvMixColumns() operation car-
ries out the multiplication in the exact same manner as the Mix-
Columns() multiplication:

8'ne= ([OE]#Sq.) xor ([0B &5, ) xor ({0D] 85, ) xor ([09]e5,,)
8= {[09) 05, ) xor {[0E |5, ) xor ([0B}#5,.) xor ([0D]eS5,,)
5= (|00} @5, ) xor (|09) =5, ) xor ([OE]#5;.) xor ((0B]®55.)
§'3.= ({08 )#5,) xor ([0D ]85, ) xor ((09)e5;,) xor ([0E]e5;,)

APPLICATIONS OF THE AES

Because the NIST only recently approved the AES algorithm,
it has not yet been deployed into as many applications as DES.
The AES seems first to be making headway in secure-IP (Inter-
net Protocol) networking. The latest version of the Unix OS
NetBSD incorporates the AES algorithm for its implementation
of the networking protocol IPSec. Because secure-networking
protocols tend to use the most cryptographically strong cipher
shared between two nodes, and network nodes tend to be soft-
ware upgradeable, security services should fully deploy the AES
in the short term.00
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GALOIS FIELD

To understand a Galois field, consider a byte-wide bit field
{b}. Each bit b_of the byte b represents a power of x. For in-
stance, you can represent b using the polynomial form be-
low, where b_represents the bits within b:

{b) = byx” + bgx® + bsx® + byx" + byx® + bx” + bix' + by

Thus, for b=0X3A = 00111010,

BAY=x+x*+x*+x'

Any addition or subtraction operation is performed via an
exclusive-OR logical operation in this field. For instance,

{3A} + {2B} = 0x3A xor x2B =0x11

Likewise,

{3A} - {2B) = 0x3A xor 0x2B = 0x11

Multiplication in the field is performed via polynomial
multiplication, using the aforementioned transform of the
byte b to powers of x. For instance,

(3A}e (2Bl = +x* + X+ x ) &+ P+ x4+ 1)
=x e e e e B e e O
Haxtr ez

Keep in mind that addition is performed in the field with
an exclusive-OR operation, so the polynomial multiplication
can be reduced to:

=%+ xS et

An additional property is necessary to complete the mul-
tiplication operation. Any operation within the field results
in a value also within the field. In this case, the result is con-
fined to an 8-bit value, because the field is defined as GF(28).
To fulfill this property, any multiplication operation is per-
formed modulo an irreducible polynomial that restricts the

result to an 8-bit value. For the AES algorithm, this polyno-
mial is

mx) =x*+x'+ P+ x+1

Therefore, the final result can be calculated with polyno-
mial division. However, exclusive-OR operations replace in-
termediate subtractions. So,

=k P x modulo B e P R x ]
= x4+ 2= (14}

There is a simpler way to calculate the result in software
or hardware. Each time b is multiplied by {02} (also known
as x), the value of b shifts to the left by 1 bit. If the 9-bit re-
sult has the most significant bit set, then the modulus oper-
ation is performed by simply subtracting m(x). As previously
mentioned, a subtraction is simply a logical exclusive-OR.

If the most significant bit after the shift operation is not
set, then the least significant 8 bits are already the result of
the modulo operation. If you repeat the multiplication of the
previous result and {02}, the result is equivalent to multi-
plying the original b by {04}, and so forth, until you are mul-
tiplying b by {0x80}. Now that all of the values of b have been
multiplied by the powers of 2, the results are added (that is,
exclusive-OR) together to form the final result. As an exam-
ple, consider the following:

[81}#{05} = (81} & ({04} xor {01})

Calculate b times each power of 2 to get:

{81}e {01} ={81)
{81}e{02} = {19}

{81}e{04} = {19)e{02} = {32}
(81}#{08} = {32)8{02} = {64}

Calculate the final result from the {04} and {01} terms
above to get:

= {32] xor {81} = {B3}





