designfeature By Robert Cravotta, Technical Editor

Analyzing
your way

A SK EMBEDDED-SYSTEM developers what
kinds of tools they use to analyze devel-
oping systems, and you will get a good idea

of where they focus their efforts during

design projects. Each set of analysis
tools is best brought to bear at a dif-
ferent stage in the design process. In

UNRESOLVED PROBLEMS CAUSE PROJECT
SLIPS, RESULT IN POOR QUALITY, AND LOWER
ENGINEERING PRODUCTIVITY. SOFTWARE-
ANALYSIS TOOLS STRIVE TO HELP YOU TO
AVOID, IDENTIFY, ISOLATE, AND FIX THEM.
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each case, these tools help develop-
ers better understand and visualize the system they are
creating and validate that it will behave properly. Analy-
sis tools can allow you to explore your system’s behav-
ior with different configurations, assist your debugging
efforts, and identify where to focus your optimization
efforts. They can also help you predict your project’s
health, understand how legacy code operates and can
fit into your design, and design your system to accom-
modate future evolutionary changes. None of these
tasks is yet fully automated. Many kinds of analysis tools
exist to assist your development efforts. They can im-
prove system performance and robustness and increase
your productivity. The tools you choose depend on the
type of system you are designing and what part of the
design cycle you support. Although some tools are use-
ful throughout a design effort, each tool is strongest at
a different point of the design cycle (Table 1).

During the system and requirements analysis of a
project, much about the system is still unknown, but
decisions you make at this time usually have the great-
est impact on the project’s final cost, feasibility, and
timeliness. Host-based modeling tools, such as those
from The Mathworks, support algorithm exploration
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and the refinement of system require-
ments. Model-based analysis allows you
to detect errors earlier in the design cy-
cle, because it is part of system require-
ments and preliminary design analysis.
Model-based analysis compares a
model specification, under simulation,
with the expected system behavior. It can
identify inconsistent behaviors that oc-
cur when the model cannot—because of
interacting and interdependent compo-
nents—simultaneously satisfy two or
more requirements. Model-based analy-
sis can provide visualization of the mod-
el and internal data structure, the rela-
tionships between objects, the time
sequences of events, and the sequence of
state changes during execution. Once you
verify the model with the system re-
quirements, the model can support all
phases of the design cycle, and it can act
as the foundation for defining test strate-
gies, test cases, and critical areas that re-
quire focused or more extensive testing.
The continuing evolution of model-
based design tools allows mathematical
models to act as executable specifications
for an increasing range of system designs.
You can apply model-based development
to all or part of a system; for complex sys-
tems, you might target only the critical
areas for analysis. Although model-based
analysis can apply to any design, it is
more productive when you use it in sys-
tems that involve real-time constraints,
concurrency, distribution, or complex in-
teractions among components. Model-
based analysis is more effective when the

AT A GLANCE

> Analysis tools exist for and offer value
throughout each phase of development.

> Intrusiveness and cost are balancing
considerations for each type of analysis
tool.

> Use of analysis tools can help you avoid
subtle problems before they become
manifest.

requirements include sufficient detail to
create meaningful models.

Advances in code-synthesis engines
enable automated code generators to
produce directly from the model de-
scriptions source code meant to execute
on the target processor (see sidebar “Us-
ing generated code”). However, model-
based tools do not eliminate the need for
you to understand the system under con-
sideration, especially when the modeling
environment ignores diagnostics, error
handling, calibration support, process
scheduling, and other target-specific
considerations. You must more com-
pletely and correctly define a model spec-
ification that is the source for a code gen-
erator than you do for a model
specification supporting rapid prototyp-
ing. Tarragon, for example, supplies
model-level static checkers that can ap-
ply coding guidelines for model archi-
tecture and programming style to reduce
the risk of errors when the model speci-
fication drives a code generator.

USING GENERATED CODE

Architectural  generator/estimator
tools, such as those that Tensilica and
ARC provide with their cores, are valuable
during the preliminary design or system-
partitioning phase for systems that use
configurable or extendable processors.
Celoxica also provides tools that support
system partitioning and exploring hard-
ware and software trade-offs but does not
tie them to a specific processor-core ar-
chitecture. These tools allow you to ex-
plore hardware configurations under
simulation as well as the impact of im-
plementing tasks as software or hardware
blocks. However, you need a software im-
plementation in hand for the blocks that
you want to perform these trades, creat-
ing a potential chicken-or-the-egg situa-
tion. An offsetting opportunity for these
systems is that their configurable nature
allows you to re-evaluate your architec-
ture to make strategic adjustments to
your processing architecture.

Co-design, or partitioning-assist, tools
can provide you with estimates for system
resources—such as the clock speed, pow-
er, and gate count needed for each con-
figuration you explore—that can help
you size caches and memory. These types
of tools may support event-sequence
analysis to identify events that occur of-
ten and tag sequences of instructions as
candidates for a specialized instruction.
They can help you understand the data
flow between the hardware and the soft-
ware blocks; however, partitioning be-
tween hardware and software remains a
basically trial-and-error process of tag-

Software-development tools
change the way developers write
and debug much of a system’s
code by abstracting the basic
processor architecture.
Developers use compiled source
code to replace most assembly-
level code efforts, except for
functions that require hand-opti-
mized code, to meet tight per-
formance requirements. Source-
level debuggers abstract register
contents and address ranges and
correlate them to source vari-
ables and data structures.
Similarly, RTOS-aware profilers
correlate system resources with
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threads and contexts.
Model-based design and sim-
ulation tools provide an abstract
view of a system and its compo-
nents that can improve the
effectiveness and efficiency for
embedded controls develop-
ment. Just as today’s source-
level debugging and profiling
can translate system resources to
source variables and thread con-
texts, model-level debugging
needs to translate these
resources to high-level descrip-
tions. Using automated code-
synthesis tools to produce target
code directly from the model-

based tools may represent the
next practical level of abstraction
of the system for developers. If
this situation occurs, future
development tools will need to
support the implementation and
testing for the synthesized code
with a correlation back to the
original models.

An implication of using
model-derived generated code
in the target system is that the
project team must maintain the
models throughout the develop-
ment cycle and during mainte-
nance and field-troubleshooting
efforts. The environment should

be able to identify where gener-
ated code is used without modi-
fication so the tools can leverage
model-based analysis versus
source- or object-code analysis
and be able to flag areas where
the model-based analysis may
disagree with the object-code
analysis of the system. The
model specification for the code
generator should support user-
defined constraints that describe
the important features of the
system, including instrumenta-
tion constraints for validation,
because embedded systems are
typically resource-constrained.
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TOOLS FOR PHASES OF DESIGN

Development life-cycle phase
System and requirements analysis
Preliminary design/System partitioning

Applicable tools
System-level modeling tools
Architectural generator/estimators, hardware/

software co-design tools

Software development and testing

Static code analyzers, simulators, debuggers,

profilers

System integration/maintenance

Target-based debug/profiler with software agent,

integrated on-chip debug/profiling blocks, external
hardware tools

ging each block as software or hardware
and manually comparing the profiling
snapshots of the configurations.

A target system is often unavailable
when you are developing the software.
Static source-analysis tools are a cost-ef-
fective way to examine your code before
you have a platform on which to execute
it. These host-based tools work with the
source code in a nonrunning mode; they
infer information about your system by
examining the relationships defined in
the source code. Compilers with ad-
justable warning levels are common tools
that can provide lintlike correctness
analysis on your source code to identify
possible logical errors. More sophisticat-
ed source-code analyzers, such as offer-
ings from Programming Research, can
apply stronger checking on source code
and expose complexity issues, suggest
testing information, and help you iden-
tify and prevent problems before you ex-
ecute your code on a target. These tools
can go beyond mere stylistic issues by ap-
plying coding standards that capture
lessons learned and link relevant docu-
mentation with warning messages.

Static code analyzers can help you un-
derstand how your code fits together, es-
pecially if you are including legacy code
or other software of which you lack inti-
mate knowledge. Code analyzers are
valuable in helping you identify what
code affects what data, isolating the code
into computational threads, presenting
class hierarchies and call structures, vi-
sualizing code cross-dependencies, mea-
suring code-size and resource alloca-
tions, comparing program versions, and
exposing how proposed changes will im-
pact other code in the project. Static code
analyzers provide value by flagging inad-
vertent coding errors earlier in the de-
velopment cycle, especially in more com-
plex projects; however, they can’t tell you
how the code modules will interact in a
running, multitasking, real-time envi-
ronment.

Unlike static-analysis tools, dynamic-
analysis tools characterize your system
while it is running and can present you a
picture of how the code interacts in a
multitasking, real-time environment.
Dynamic-software-analysis tools operate
at the processor-execution level, so they

USING ANALYSIS FEATURES

Tool vendors do not include

can operate on object code and compiled
source code, regardless of the program-
ming language. However, dynamic-soft-
ware-analysis tools depend on the qual-
ity of your test cases. If your test cases are
incomplete, your analysis results will be
incomplete, too.

Host-based simulators, such as in-
struction-set and cycle-accurate simula-
tors, are common dynamic-analysis tools
that you can use to characterize your sys-
tems’ behavior before a target system is
available to test your code. An instruc-
tion-set simulator provides low-cost,
high-speed simulation but costs you ac-
curacy. It performs instruction execu-
tion, maintains the processor state, and
provides approximate timing data, but it
does not generate accurate timing data.
A cycle-accurate simulator has the capa-
bilities of the instruction-set simulator
and provides accurate timing data, but it
sacrifices simulation speed. Instruction-
set simulators can typically perform mil-
lions of processor cycles per second; cy-
cle-accurate simulators typically perform
several orders of magnitude slower.

Software-based simulation is unsuit-
able for validating system development
because the interactions between external,
real-time events and the execution of the
software on real hardware are difficult to
exactly simulate. However, a simulator can
be useful for narrowing the focus of your
effort with the target system when ex-
ploring behavior that results from subtle
interactions between software and hard-
ware. The simulator provides a mecha-
nism to examine in detail the state of the

analysis features, especially
advanced features, in their tool
offerings lightly. Interestingly,
common observations across the
software-tool-vendor industry
find that these advanced analysis
features have the poorest adop-
tion rates by the developer com-
munity. A few developers use
these features, but not nearly the
number of developers that tool
vendors expect should be able
to benefit. Tool vendors attribute
this low adoption rate for these
features to developers' low
awareness. Tool vendors are
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expending efforts to increase
tool awareness and better dis-
seminate information about the
newer capabilities by expanding
the documentation with tutorials,
walkthroughs, and examples of
how to use each feature.
Another issue affecting why
developers do or do not adopt
certain features is the complexity
of using those capabilities. The
initial learning curve for a devel-
oper to use a capability might be
longer than the time it takes to
directly perform the task. The
complexity issue is a function of
the effort to set up and maintain

an analysis capability. Simple
tools can address simple prob-
lems. Standard debugger capa-
bilities enjoy a high adoption
rate, but they usually address
simple questions and data rela-
tionships. Complex problems, by
definition, require developers to
design the system a specific way
or more completely describe the
system to the tool for the analy-
sis to perform useful work.

The payoff for these features
occurs when they support an
iterative process that amortizes
the developer's setup effort, are
easy to configure between itera-

tions, save significant time, and
provide better visibility into the
system behavior than other
instrumentation methods. Efforts
are ongoing to develop ways for
these tools to better automate
the capture or translation of the
system description to address
the complexity issue. In the
meantime, tool providers note
that developers tend to use the
simplest features due to time
pressures to complete tasks, and
developers adopt these
advanced features more as part
of a lesson learned from a previ-
ous project.
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processor while your code is executing,
but the simulator itself is effectively hid-
den behind the other tools you can hook
to it, such as debuggers and profilers.
Software-profiling tools can gather dy-
namic data about execution times, code
frequency, calling patterns of functions
in your code, and code coverage. You
most often use them to pinpoint where
to optimize code. Software-develop-
ment-tool vendors offer RTOS-aware
profiling tools that, with an instrument-
ed kernel, provide visibility into operat-
ing-system events, including context
switching, messages, exceptions, inter-
rupts, and user events. Unfortunately,
profilers require a level of instrumenta-
tion that is usually intrusive to the tar-
get system and can materially change the
system’s behavior. Because the simula-
tion instrumentation runs outside the
simulated system, the simulator affords
you a more detailed, nonintrusive in-
strumentation that may be too costly to
implement on the target hardware.

INSTRUMENTATION AND INTRUSIVENESS

Managing the intrusiveness of your
data-collection instrumentation is criti-
cal in real-time systems. Werner Heisen-
berg, a German physicist, proposed the
“Uncertainty Principle,” which states that
you cannot simultaneously determine
both the location and the velocity of a
particle. In short, by measuring a parti-

FOR MORE INFORMATION...

cle’s location, you alter its position. The
act of measuring disturbs what you are
trying to measure. This uncertainty con-
cept applies to embedded designs when
your system’s behavior is time-sensitive
and relates directly to the interaction be-
tween the interrupts and application
code.

Making the instrumentation part of
the production system avoids the intru-
sion issue because it is part of the system
behavior you verify during testing. You
can leave the instrumentation in the pro-
duction version, because your system re-
sources and time windows have large
enough margins that, although the in-
strumentation may slow your system or
make it larger, it does not do so in a ma-
terial fashion. An advantage of making
instrumentation inherent in the produc-
tion version is that your testing repre-
sents the production environment.
Therefore, you may be able to use the in-
strumentation to troubleshoot your sys-
tem in the field. The verification effort is
also simpler for production-instrument-
ed systems; it allows you to avoid a sec-
ond verification effort, because verifying
the instrumented version is the same as
verifying the production version.

Instrumentation methods take many
forms, and each method focuses on a dif-
ferent perspective of dynamic operations,
sensitivity to intrusion, and cost to im-
plement. Broadly, you can categorize
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these techniques as target-based software-
agent instrumentation, integrated on-
chip dynamic-analysis-support blocks,
and external hardware tools. Target-based
software-agent instrumentation includes
many techniques and dynamic-analysis
tools, because a target agent can intelli-
gently collect analysis data at the speed of
the processor more inexpensively than the
other methods. Unfortunately, target soft-
ware agents are usually more intrusive
than the other methods

Source-code instrumentation, in
which you explicitly insert instrumenta-
tion into your source code, is one of the
simplest target-agent techniques. It can
minimize intrusiveness by collecting only
the most relevant, application-specific in-
formation. The code can be as simple or
as complicated as necessary. However, the
technique can be labor-intensive, does
not scale well, and requires a recompila-
tion every time you turn an instrumen-
tation block on or off. Conditional com-
pilation constructs help manage these
blocks, and removing the instrumenta-
tion from the production system may in-
crease the system-verification effort.

Compilers often include switches that
direct them to add support for source-
level debugging and profiling to the ob-
ject code. Automated instrumentation
insertion avoids the labor intensiveness
of explicit code insertion, but you still
need to recompile the code with the
switches inactive to compile without the
instrumentation code.

RTOS-kernel instrumentation is an-
other target software-agent technique
that enables a higher level abstraction of
the system behavior in operating-system
events. You can turn the instrumentation
code on and off, and code left in the pro-
duction image can be valuable for ana-
lyzing production systems in the field.
Leaving the instrumentation code resi-
dent impacts the code size, and leaving
the instrumentation active impacts exe-
cution speed, but for some systems, the
benefits of these methods outweigh their
intrusiveness. An advantage of kernel in-
strumentation is that it exists indepen-
dently of the application code, so its in-
clusion or exclusion does not require a
recompilation of your application code.
You need not instrument your object
code, and it can capture the activity of
legacy and third-party object modules
during analysis.

The second instrumentation method,
using on-chip dynamic-analysis support
blocks, encompasses debugging and pro-
filing capabilities integrated with the
processor architecture, such as hardware
breakpoints, dedicated trace buffers, and
profiling registers. This method allows
systems to capture data at full speed
without slowing execution or modifying
the code, and it makes more internal sys-
tem resources visible to a host system
through a few pins. Too much data is
available every clock cycle, so the on-chip
system provides data-compression and
-filtering mechanisms before transmit-
ting the data to the host system. With in-
telligent data collection and filtering, the
host system can correlate the data with
high-level event and timing tracing. The
trade-off for this support is a higher sys-
tem cost, a larger silicon area and dedi-
cated pins on the device, and the need for
a connection interface on the board to
connect to the host system.

External hardware-instrumentation
tools, such as logic analyzers and in-cir-
cuit-emulators, are typically the least in-
trusive method. However, external hard-
ware instrumentation is expensive,
requires the connection of test fixtures
that may preclude operation of the
processor in the system, and requires sig-
nificant expertise to determine the prop-
er instrumentation points. These tools
lose value when you compare them with
on-chip analysis support for devices with
cached architectures, integrated memo-
ries and peripherals, and complex in-
struction processing, including pipelines,
superscalar, and VLIW architectures.

WHERE IS ANALYSIS GOING?

Analysis tools are still generally islands.
They collect and present system data
within a specific context. Cooperation
among tools, especially when they cross
company boundaries, generally involves
nondisclosure agreements instead of
public APIs. The Eclipse Consortium
(www.eclipse.org) is, by providing com-
mon presentation and integration meth-
ods, trying to establish a universal tool
platform that encourages public interop-
erability among tools and allows tool
vendors to focus their energy on special-
ized tools. The Eclipse platform is most
valuable to vendors with specialized tools
and less valuable to larger vendors with
competitive, comprehensive sets of inte-
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grated tools—circumstances that may
slow adoption of the consortium’s efforts.

Cross triggering between tools is one
way tools can operate together and en-
ables multiple analysis tools to collect
data around the same event. When one
of the analysis tools signals a trigger, all
of the connected tools can start and stop
data collection in a coordinated manner.
This ability helps you to receive time-cor-
related data from several perspectives
and abstraction levels, such as RTOS
events, application data, source-code ex-
ecution, device architectural resources,
and peripheral-signal-level activity. The
debugger is a natural integration point
for presenting these perspectives.

Profiler-assisted-compilation is an
emerging example of using the results
from an analysis tool to feed develop-
ment tools further up the design process.
Usually under simulation, a profiler an-
alyzes the compiler output. The compil-
er then uses the profiler results to per-
form optimizations. By comparing
iterations, the set of tools can home in on
a set of optimizations.

Simulation is becoming more impor-
tant as systems continue to increase in
complexity, and even small levels of in-
trusiveness are unacceptable, such as for
high-performance, multichannel, net-
working applications. Analysis tools for
multiprocessor implementations are still
in their infancy. An opportunity for sim-
ulators and chief among the current chal-
lenges of analyzing multiprocessor sys-
tems are synchronizing and accurately
time-correlating data across the entire
system. The multiprocessor-debugging
and -profiling infrastructure must be
able to negotiate the setup of each local
island processor and direct col-
lected data through an opti-
mized interface to a unified
collection system.

Tool vendors observe that
developers often do not start
using analysis tools until after
a difficult problem appears in
the system. Although analysis
tools can provide system visi-
bility that aid troubleshooting
and optimization efforts, they
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can also lower the risk of finding prob-
lems later in the design process, when cor-
rective action is more costly. Tool vendors
are focusing their innovation efforts to
more strongly integrate analysis and pro-
filing information across all levels of a de-
sign effort, so that developers will bene-
fit from using analysis tools throughout
the design process and eliminate subtle
problems before they become manifest
(see sidebar “Using analysis features”).

Future analysis tools will incorporate
expert-system technology and support to
provide interactive assistance to analyze
and quickly pinpoint the root cause of
specific behaviors. These tools
will need to draw on analysis
data across the entire develop-
ment cycle, because to be use-
ful, they will need to intimate-
ly understand both the
execution platform and the ap-
plication characteristics. May-
be tools such as these will
someday need only two but-
tons: find problem and fix
problem.O
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