DDR OR SDR SDRAM

BUS UNIT

PCMCIA

EXPANSION
BUS

16-kBYTE

32x16-BIT MAC DATA CACHE

SRAM
CONTROLLER

SECURITY ENGINE
DES, 3DES, AES, ARC4
SHA1, MD5, RNG

REAL-TIME CLOCK AND TOY
WITH BATTERY BACKUP

POWER MANAGEMENT

FOUR PACKET-SWITCHING
CLUSTERS
128, AC97, SPI, SMBUS

DDR OR SDR
SDRAM

CONTROLLER
16-kBYTE ENHANCED JTAG
ENHANCED | INSTRUCTION
MIPS-32 CACHE
CPU CORE DDMA CONTROLLER

SYSTEM
BUS

PERIPHERAL
BUS

32-BIT PCI INTERFACE

10/100 ETHERNET MAC

10/100 ETHERNET MAC

USB 1.1 HOST
(TWO ROOT HUB PORTS)

USB 1.1 DEVICE

INTERRUPT CONTROL

GENERAL-PURPOSE /0s

THREE UARTs

NOTES:

AES=ADVANCED ENCRYPTION STANDARD.
AR4=ALLEGED RC4.

ARC4=ADDRESS RESOLUTION CLIENT 4.
DDMA=DESCRIPTOR-BASED DMA.
DES=DATA ENCRYPTION STANDARD.

MAC=MEDIA-ACCESS CONTROLLER.
MD5=MESSAGE DIGEST 5
RNG=RANDOM-NUMBER GENERATOR.
SHA1=SECURE HASH ALGORITHM.
3DES=TRIPLE DATA ENCRYPTION STANDARD.
TOY=TIME OF YEAR.

Figure 5

The AMD Au1550 security network processor integrates an IPSec VPN packet protocol engine to offload the
main application software.



