
In addition to new safety features, auto-
mobiles are incorporating more conven-
ience features for assisting the driver and
for providing passengers with information
and entertainment. Car manufacturers
usually isolate the electronic systems for
passengers from the convenience and
safety systems that assist the driver. This
article focuses on those electronics that
are available or are in development that
improve the driver’s ability to direct and
operate the vehicle.

An increasing number of emerging
safety features, such as object detection
around the vehicle, begin as convenience

AUTOMOTIVE ELECTRONICS

ccording to semiconductor-market-research company
IC Insights, electronic content made up 23% of the
total price of an automobile in 2004, and it will make
up 40% of the price by 2010. Many of the earliest in-
car electronic systems replace mechanical systems,

and they provide more efficient operation of the vehicle for lower
cost and higher reliability than the mechanical systems they
replace. More recent in-vehicle electronics manage safety sys-
tems, such as air bags and intelligent restraint systems, which
automatically attempt to adjust and change the environment in
the vehicle to minimize the risk of serious injury and death to
drivers and passengers while a crash is occurring.
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Figure 1 Many emerging
safety features begin as
convenience features in

high-end vehicles.
Contemporary middle-class

cars contain around 30
electrical/electronical sys-

tems, 50 to 100 micro-
processors, and more than

100 sensors (courtesy
Synopsys).
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features in high-end vehicles (Figure 1).
The feature supports adaptive cruise con-
trol, in which the system enables the
vehicle to adjust the cruising speed based
on the road position; distance; and rela-
tive speed of objects, such as other vehi-
cles, without explicit driver intervention.
A different implementation of the feature

enables parking assistance and blind-spot-
warning systems that can alert the driv-
er when there is an object or vehicle in a
risky position relative to the driver’s like-
ly goal position.

COGNITIVE CYCLES
An explicitly acknowledged value of

convenience and safety systems for driv-
ers is that they can make driving safer,
easier, or less stressful. The implied value
of these systems is that they might be
able to alert and direct a driver’s atten-
tion to an important detail, thereby
avoiding an accident. Peter Schulmeyer,
director of strategy for Freescale’s Trans-
portation and Standard Products Group,
points out, “A main aim of in-car elec-
tronic systems currently in development
or early deployment is to reduce the load
on the driver.”

In 2004, police reported approximate-
ly 6.2 million motor-vehicle accidents
that killed 42,636 people and injured
approximately 2.8 million (Reference 1).
According to an NHTSA (National
Highway Traffic Safety Administration)
report and the VTTI (Virginia Tech
Transportation Institute), driver inatten-
tion is the leading factor in most crashes
and near-crashes. The report found that
80% of collisions and 65% of near-colli-
sions involved driver inattention, such as
from drowsiness or cell-phone use, with-
in three seconds before the event.

The development and deployment of
passive safety systems, which improve a
vehicle’s crash worthiness and surviv-
ability, are experiencing diminishing
returns on the effort to improve them.
Examples of preconditioning systems
include tightening the tension in seat

IN-VEHICLE NETWORKS
The LIN (local-interconnect-
network) protocol enjoys
widespread use in vehicles.
It optimizes communica-
tion between user modules
with low-speed transmis-
sion requirements to 20
kbps for applications such
as seat, mirror, and power-
window adjustments.
Another in-vehicle commu-
nication protocol, MOST
(media-oriented systems
transfer), succeeds the D2B
(Domestic Digital Bus) pro-
tocol, and it targets multi-
media applications.

The CAN (controller-area-
network) protocol has
replaced many proprietary
systems to link the various
electronic subsystems,
including the engine con-
troller, power train, and
emission controller, in a
vehicle. CAN implementa-
tions support real-time
communications with low-
cost, off-the-shelf compo-
nents in harsh environ-
ments. CAN employs
CSMA/CR (carrier-sense

multiple access with colli-
sion resolution), a nonde-
structive, bitwise-arbitra-
tion scheme. The CAN pro-
tocol enables maximum
bus usage during a bus
conflict by sending higher
priority messages first.
CAN’s maximum achievable
data rate is 1 Mbps, and
the limiting factor on the
maximum bus capacity is
the response time. The
maximum latency for the
highest priority messages
is approximately 150 msec.
During the early stages of
the design, the designer
assigns a numerical value
to a message, which estab-
lishes its priority; the mes-
sage’s identifier contains
this value. The lower the
numerical value, the higher
its priority.

The FlexRay Consortium
has since 2000 been devel-
oping the FlexRay commu-
nications technology, which
targets high-speed control
applications in vehicles to
increase safety, reliability,

and comfort. FlexRay is
positioning itself as a sub-
stitute for CAN for those
applications that require
data rates beyond what
CAN supports or having
multiple CAN buses in par-
allel. FlexRay also suits
automotive backbones to
provide connectivity be-
tween several networks.

FlexRay supports two
communication channels,
each operating at a 10-
Mbps data rate. The proto-
col uses an access method
based on a synchronized
timebase, and it organizes
messages so that each has
a known latency within a
guaranteed tight variance.
FlexRay can optionally
redundantly transmit indi-
vidual messages to provide
an additional layer of net-
work reliability and main-
tain the most efficient use
of the network bandwidth.

FlexRay supports flexibil-
ity in optimizing the system
for availability or for
throughput by supporting

static- or dynamic-band-
width allocation, respec-
tively; this approach allows
designers to extend a sys-
tem without adjusting the
software in the nodes.
FlexRay supports bus and
star topologies and a vari-
ety of configuration param-
eters, such as the duration
of the communication cycle
or the message length.

Migrating from event-
driven CAN to time-driven
FlexRay communication is
a paradigm shift for in-
vehicle communication,
and it requires retraining of
all involved parties. For
example, start-up is one of
FlexRay’s most complex
operating phases because
the communication is
based on a fault-tolerant,
synchronized clock scheme
that has no master to set
the timebase at start-up.
Instead, you must use an
alternative procedure to
establish a timebase. The
adoption of FlexRay will
take some time.

AT A G L A N C E
Driver inattention is the leading

factor in most accidents.

Electronic systems offload some
of the cognitive load from the driver.

In-vehicle crash-avoidance 
features must accurately correlate a
risk condition with the driver’s intent.
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belts, moving the seats into a position
best for the safest air-bag deployment, and
closing the windows and sunroof in
response to an imminent crash. The find-
ings of this report support the significant
value potential for electronic systems that
can bridge the driver-inattention gap.
This realization is pushing the focus of
new systems for active roles that can alert
the driver or actively affect how the vehi-
cle is operating to avoid an accident in
the first place (Figure 2).

As automobiles become more auto-
nomous, the driver’s focus will be able to
shift  toward directing the vehicle to the
destination and away from the mechan-
ics of operating the vehicle. Adaptive
cruise control, for example, uses radar
(radio detection and ranging) to maintain
a safe distance from another vehicle while
traveling on the road, thus offloading
some of the cognitive load from the driv-
er and filling in for the driver during
moments of inattentiveness. The system
can more quickly and more precisely
respond than the driver to changes in
speed of the leading vehicles.

Electronic stability control combines
antilock brakes, traction control, and yaw
control to assist the driver to maintain
control of the vehicle. The system oper-
ates by comparing the direction the driv-
er wants to go with the vehicle’s actual
response; it accomplishes this task by cor-
relating the steering-wheel and braking
sensors with sensors measuring vehicle
yaw and roll acceleration, as well as the
rotation of each wheel. When the system
detects differences between the driver’s
commands and the vehicle’s behavior, the
system intervenes by applying braking
forces to the appropriate wheels to correct
the path of the vehicle for understeering
and oversteering. The system may also
include a connection to the vehicle’s
power-train controller to reduce the
engine torque as needed.

INFER INTENT
To provide capabilities that help avoid

crashes, systems need to be able to rec-
ognize potential crash indicators seconds
before an accident occurs. It is important
for a safety system to be able to infer the
driver’s intent and correlate that intent
with the vehicle’s behavior so that the
system can avoid taking predictive
action based on false and incorrect con-

clusions. Active safety systems that inter-
vene as a crash is beginning become
active within a fairly narrowly defined set
of conditions and are associated with the
vehicle’s acting in an unstable or a dis-
tressed manner. 

For systems that predict and recognize
potential threats with time to avoid the
threat, the need to accurately infer the
driver’s intent is more important and dif-
ficult. First, false alarms immediately
erode and quickly destroy the value of the
warnings because the driver either turns
off the system or ignores the warning. For
these systems to be effective, they must
alert few or no false or irrelevant condi-
tions to the driver. For example, for a driv-
er that follows a consistent sequence of
starting the vehicle first and immediate-
ly putting on a seat belt, the seat-belt-
warning system offers marginal value
because it always alarms when the car is
turned on.

The challenges facing a blind-spot-
detection system illustrate the need to
infer the driver’s intent. If the system
warns the driver whenever an object was
in the blind spot, the driver would quick-
ly disable the system. To be useful, the sys-
tem should warn the driver of a blind-spot
condition only when the driver intends
to change the vehicle’s position such that
a collision with the detected object is a
real possibility. This requirement com-
plicates the task of notifying the driver of
a blind-spot condition beyond just de-

tecting the object. Examining a single
driver control, such as the turn signal, is
insufficient to accurately determine that
the driver intends to change lanes.

In addition to the sensors detecting the
environment outside the vehicle, the sen-
sors to infer the driver’s intent can include
collecting inputs from multiple points,
such as the steering wheel, the brake
pedal, the turn signal, the vehicle’s iner-
tial and acceleration-measurement sys-
tems, and even examining the driver’s
body language through an in-cab vision
system. No industry-standard algorithms
exist for inferring the driver’s intent to
change lanes; such algorithms are the
result of independent, proprietary re-
search and development by the Tier 1
automotive suppliers.

SENSOR FUSION
To support the need for high accuracy

when acting on a risk condition, these sys-
tems are receiving inputs from multiple
sensors and types of sensors. Each type of
sensor has strengths and weaknesses, and,
by combining different types of sensors to
cross-correlate redundant information,
the systems can make better decisions.
Manufacturers are deploying or exploring
such technologies as radar, LIDAR (light
detecting and ranging), infrared, ultra-
sonic, and video for perceiving the envi-
ronment (Figure 3). Each of these sensor
technologies overlaps with the others, but
each one provides unique strengths in 

PASSIVE SAFETY

RESCUE
SYSTEMS AND 

SERVICES

POSTCRASH

HARD-LEVEL
SAFETY 

SYSTEMS

SEVERE
ACCIDENT

SOFT-LEVEL
SAFETY 

SYSTEMS

MINOR
ACCIDENT

PREVENTIVE AND ACTIVE SAFETY

INTERVENE

PRECRASH
SYSTEMS AND
REVERSIBLE-
PROTECTION

SYSTEMS

SUPPORT

WARNING 
AND

ASSISTANCE
SYSTEMS

INFORM

FORESIGHTED
DRIVING

CRASH PROBABILITY

DIGITAL
MAP-BASED 
AND
COOPERATIVE
SYSTEMS

ACCIDENT PREVENTION AND COLLISION MITIGATION

HAPTIC AND 
ACOUSTIC
INTERACTION
SUPPORT
FOR LANE WARNING,
DISTANCE, AND 
SPEED WARNING

BRAKE 
ASSISTANT,
ACTIVE VEHICLE
CONTROLS

EMERGENCY
BRAKING,
COLLISION 
AVOIDANCE,
REVERSIBLE
RESTRAINTS

AIR BAGS,
VEHICLE CRASH- 
WORTHINESS,
ENERGY-ABSORPTION
MATERIALS,
INTELLIGENT RESTRAINT
SYSTEM

IMPROVED
RESPONSE
SERVICES AND
EMERGENCY-
VEHICLE
CLEARING

OCCUPANT PROTECTION eCALL

MEASURES TO AVOID ACCIDENTS MEASURES TO MITIGATE CONSEQUENCES

EXAMPLES

CRASH
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different regions of the vehicle.
Some car makers are mounting cameras

in and on vehicles. The cameras point
not only outward from, but also inward to
the vehicle. Outward-pointing cameras
can complement the other outward-
pointing sensors by providing details that
enable the system to perform not just
object detection, but also object recog-
nition to support behavior prediction.
Inward-pointing cameras provide the sys-
tem with occupant information, such as
size, position within the seat, body lan-
guage, and even facial expressions.
Inward-pointing cameras support func-
tions such as smart air-bag deployment, as
well as detect when the driver experi-
ences drowsiness or intoxication.

The camera sensors continue to
improve. For example, cameras that can
support HDR (high dynamic range) can
collect better image details across a wider
range of lighting conditions than can cam-
eras with a linear range. HDR-capable sen-
sors are important for use with cars because
they must operate in dark and bright envi-
ronments. An HDR sensor, in contrast to
a linear sensor, can detect details that
bright environments wash out, and it miss-
es fewer details in dark environments
(Figure 4). HDR shines in situations in
which both dark and light regions exist in
the same scene. The linear mode of oper-
ation affords greater differentiation
between brightness levels if the scene
maintains one range of light level.

Other relevant sensor inputs capture
information about the vehicle’s behavior.
These sensors include gyroscopes, accel-
erometers, steering-wheel- and brake-
pedal-position detectors, and tire-rota-
tion-rate systems. Another source of
information includes in-vehicle knowl-
edge of what the environment should
contain through the use of digital maps
with positioning systems such as GPS
(global positioning system). Devices

embedded in the road can wirelessly pro-
vide additional local and real-time infor-
mation to the vehicle.

“Data fusion” involves combining
these sensors and correlating their inputs.
These inputs can enable the vehicle’s
electronic systems to identify its position
and path relative to other objects near the
vehicle, but, as these systems collect data
from more types of sensors, there is an
increase in the amount of needed real-
time processing performance and of data
that must traverse the in-vehicle networks
(see sidebar “In-vehicle networks”). 

The vehicle network not only decreas-
es the cost and weight of the vehicle by
reducing components, but also enables
designers to reduce or eliminate redun-
dant sensors. For example, the air-bag and
chassis system can share a gyro to sense
the vehicle’s stability and a rollover or
impact condition. Sensor or data fusion
may even enable designers to eliminate
sensors or measure variables that are dif-
ficult to place a sensor near with virtual
sensors. Possible opportunities for virtu-
al sensors include measuring tire pressure
and road-surface type and friction.

HUMAN-MACHINE INTERFACE
The biggest challenge for electronic

assist, convenience, and safety features
may be in implementing the HMI
(human-machine interface). The HMI
must ensure that each of the predictive,
active, and preventive systems in the
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Figure 3 Sensor fusion, the combining and correlating of data from multiple types of sensors, allows vehicle systems to better identi-
fy and accurately recognize conditions inside and outside the vehicle (courtesy Robert Bosch GmbH).
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vehicle operates according to
the expectations and the
ergonomic and cognitive limi-
tations of the driver. These fea-
tures support the driver, and
that support can have unin-
tended consequences in how
the driver’s behavior may
change in different situations.

As these systems become
more autonomous, the driver
has less control of the vehicle.
Systems that are partially
autonomous may make driving
more dangerous because they
may contribute to more inat-
tentiveness from the driver; the
driver’s response time could suf-
fer in those events that require
a decision. For example, if a collision is
likely, which of two vehicles should the
car hit to avoid hitting the other? What
if the choice is between two pedestrians?
Manufacturers cannot leave all of the
decisions to the vehicle’s control system
until it can accurately recognize these con-

cepts and make appropriate decisions
based on other external factors at the time
of the incident.

The HMI must consider the cognitive
load on the driver. The way it presents
data to the driver is an important con-
sideration. The idea of presenting every-

thing to the driver on a dis-
play is a tempting idea,
except that using a display
demands the driver’s atten-
tion and constant polling to
interpret the presented data.
The display could become a
distraction from the road
because the cognitive burden
may be too much if the dis-
play is the mechanism to
deliver warnings while driv-
ing. The more information
available on the display while
driving demands the driver to
perform more cognitive pro-
cessing to filter and interpret
the data.

Telematic systems can offer
a lot of convenience and value to a driv-
er, but how the driver interacts with these
systems is important. Merely switching
radio stations proves to be a significant
cognitive burden or distraction to a dri-
ver’s maintaining attention on the road.
VoiceBox’s Telematics Navigator is an

Figure 4 Improvements in sensors include the ability to collect
better data over a wider range of conditions. The HDR (high-
dynamic-range) ability of a camera system (a) enables the camera
to see better details than a linear mode allows in an environment
with extreme dark (b) or bright (c) lighting (courtesy Kodak).

(a)

(b) (c)



JUNE 8, 2006  |  EDN 57

approach to reducing the cognitive load
on a driver to navigate radio stations, as
well as other telematic services that will
become available to drivers. The system
promises to allow the driver to use con-
versational language to search and navi-
gate capabilities. Check out the “Voice-
Box and XM” link in the “More at
EDN.com” box for a four-minute video
demonstrating the system.

As the cost of the underlying compo-
nents for these types of systems continues
to decrease, the opportunities for new in-
vehicle-electronics convenience and
safety features will increase. Moving in
lock step with the decrease in component
prices is the building of the software lay-
ers for precursor functions that support
more complex functions with more intel-
ligence. Enabling software reusability and
verifying increasingly complex systems at
an industry level are keys to the forward
momentum of these systems. AUTOSAR
(Automotive Open System Architec-
ture) is attempting to address the basic
infrastructure for the management of

functions for future applications and soft-
ware modules.

One last hurdle for these emerging sys-
tems is the cultural acceptance of letting
the automobile take over more of the
tasks of driving. A complaint from driv-
ing enthusiasts about the existing systems,
such as electronic stability control, is that
they make driving less fun. Also, as these
systems become more interdependent,

the opportunity for self-adjusting the
vehicle will decrease as such changes
could adversely affect the performance of
the entire system. The underlying con-
cept of these types of systems is appro-
priate for any type of vehicle, such as
planes, trains, and boats—not just auto-
mobiles. The success of one system in one
type of vehicle could translate to accept-
ance in another type of vehicle.EDN
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