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ersonal security at home, on the street, or in a 
military setting is a permanent and growing con-
cern; as a result, the products and technologies 
that address this security continue to see rapid 
market growth. A significant part of this market 
uses IP (Internet Protocol) video-surveillance 

systems—from extensive camera installations in metropolitan 
areas to small businesses and residences. Although this article 
refers to “door-entry systems,” keep in mind that you can ap-
ply this technology to many markets—video doorbells, video 
baby monitors, and even military applications. Door-entry and 
video-surveillance systems have become more realistic propo-
sitions at the low end of the market in both deployment and 
overall cost, mainly because of technological advances that 
support lower prices. These advances are largely 
due to both the widespread use of IP-based packet 
networks and the quality improvements in hard-
ware and software.

Many of today’s door-entry and security sys-
tems employ analog, point-to-point connections 
feeding voice, video, or both over relatively short 
distances using expensive coaxial cabling. The 
costly addition of switching units to reroute the 
signals provides some flexibility, but overall flex-
ibility is limited. Packet-based networks, howev-
er, provide a high degree of flexibility versus leg-
acy analog systems. IP-based door-entry systems 
now enable viewers to observe images from any 
number of surveillance cameras that connect to 
their networks. They also now provide IP-based 
voice- and video-intercom capabilities both with-
in and outside a LAN. The door-entry terminals 
that connect to the Internet can double as access 
points, so that service providers can use them for 
browsing or revenue-generating services. Today’s 
IP-based door-entry systems can also manually re-
cord video or record when certain events trigger 
the equipment and can route this recorded video 

for storage at any point on the network. Some of these secu-
rity systems also provide a “concierge” service that intercepts 
late-night calls and reroutes them to eliminate disturbance 
from unwanted visitors. Product design and development of 
these systems are also efficient because designers can reuse 
hardware and software for a range of applications and sce-
narios, such as in apartment complexes and industrial facili-
ties (Figure 1).

The key drivers of this technology are the growth of broad-
band and the trend toward IP networks and IP-based com-
munications. Also consider that you can use the same silicon 
devices in VOIP (voice over Internet Protocol) and video te-
lephony in door-entry and surveillance systems. This extensi-
bility provides a considerable advantage in reducing per-unit 
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Figure 1 Some IP-based door-entry systems provide a “concierge” service 
that intercepts late-night calls and reroutes them to eliminate disturbance from 
unwanted visitors.
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costs, as well as the benefit of a solid technological 
foundation for equipment manufacture and net-
work reliability.

Enabling new applications
Perhaps most significant in the rapid growth of 

the IP-communications revolution and of IP-con-
nected multimedia devices is the trend of embed-
ding more and more “intelligence” at the edge of 
the telecommunications network. When VOIP 
services first emerged, media gateways resided 
in the core of the telecommunications network, 
which converted the PCM (pulse-code-modulat-
ed) voice from the PSTN (public switched-tele-
phone network) into IP packets and vice versa. 
PBXs (private-branch exchanges) soon adopted 
the use of this technology in office or apartment 
buildings, handling comparatively fewer channels. 
Today, VOIP typically finds use as close to the 
edge of the network as is possible: at endpoints at 
which generation or reception of voice and video data occurs, 
such as within a telephone in the consumer’s home. Endpoint 
devices include cameras, handsets, monitoring stations, and 
home terminals. The components of the endpoint are the 
main focus of security-communications-equipment manufac-
turers. The telephones themselves can now connect to the IP 
network and make VOIP calls; with the increased bandwidth 

that broadband lines offer, you can now make V2IP (voice-
and-video-over-Internet Protocol) calls from these endpoints 
and use almost-identical endpoints as intercom units within 
video-doorbell and -security systems.

This migration to the network’s edge and into endpoint de-
vices is largely a result of the industry’s acceptance of the SIP 
(session-initiation protocol) as the signaling and call-setup 
protocol of choice for IP-based communications.  SIP’s ability 
to establish rich, multimedia communication sessions and en-
able features such as security and network intelligence—that 
is, “presence”—is lending itself to a host of other applications 
outside the traditional telecom function.

Figure 2 shows an IP network with the key elements for a 
variety of V2IP communications, including the endpoint; the 
SIP-registration server to identify and direct communications 
sessions between SIP-based devices across an IP network; the 
STUN (simple-traversal-of-user-datagram-protocol-through-
network-address-translator) server, which helps the SIP sig-
naling operate correctly even when the endpoints are behind 
a NAT (network-address-translation) unit; and the router for 
routing IP data around the network.

Can you see me now?
The endpoint in a video-doorbell or -security system is typ-

ically wall- or desk-mounted in an apartment or an office. It 
comprises a microphone that connects to amplification and 
analog-to-digital-conversion circuitry, typically within a co-
dec device; an amplified speaker that connects to digital-to-
analog-conversion circuitry, typically within the same codec 
device; an analog or digital Web or surveillance camera; a 
video display, such as an LCD; an Ethernet or wireless-LAN 
interface; and a processing device, which includes a CPU 
with the processing capability for V2IP and any other ap-
plications the endpoint requires. A coprocessor within the 
device handles the video coding. The endpoint also includes 
V2IP software running on the CPU and in the application 
layer of the operating system. This software requires audio- 
and video-media processing and SIP-call control (Figure 3).

Most endpoints run some form of embedded operating sys-
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tem on the CPU. The op-
erating system can be pro-
prietary, but the consum-
er-electronics and com-
munication industries 
tend to use embedded 
Linux and Win CE. To 
use Linux or Win CE in 
an endpoint, a manufac-
turer creates or licenses a 
BSP (board-support pack-
age) for the CPU, which 
includes a root-file system 
with files and directories 
for applications, drivers, 
and configuration files; 
a kernel, which manages 
the CPU, memory I/O, 
and other resources; and 
driver programs for con-
trolling peripherals. The 
operating system controls 
its peripherals, such as the 
audio codec, camera, and 
video display, through 
drivers. Linux provides 
standard interfaces to au-
dio, including OSS (Open 
Sound System) and ALSA (Advanced Linux Sound Architec-
ture), and video, including V4L2 (Video for Linux 2), to ease 

portability between de-
vices, and many manu-
facturers of peripherals 
provide free Linux driv-
ers with their products.

Many silicon ven-
dors provide reference 
platforms for their pro-
cessing device, which 
customers can use to 
help accelerate their 
endpoint-hardware de-
sign. These platforms 
usually include most of 
the peripherals for the 
design of an endpoint, 
along with manufactur-
ing information. They 
also typically include a 
BSP in source code, so 
that designers can use 
the reference platform 
as a starting point for 
software and hardware  
development. 

Before a call can take 
place, you must be able 
to set up a connection 

between two endpoints, such as two intercoms within an apart-
ment building. For small networks, you can make connections 

using the IP addresses alone or using a 
proprietary signaling protocol. However, 
for large networks, particularly when the 
two endpoints connect over the Inter-
net, for example, it is better to use SIP 
because it intelligently handles the ne-
gotiations to securely and reliably estab-
lish these communications.

A SIP endpoint must first make it-
self known to a SIP-registration server, 
which is a means of discovering and 
identifying other SIP users in the net-
work. The SIP user has an identifica-
tion that uses the same format as an e-
mail address—sipuser@sipservice.com, 
for example, in which “sipservice” is a 
SIP-network provider. If one SIP user 
wishes to call another SIP user, the first 
SIP user sends an invitation that indi-
cates the IP address to which the second 
user should direct media. The invitation 
should also indicate the capabilities of 
the endpoint, such as which audio and 
video codecs it supports. The SIP serv-
er directs the invitation to the remote 
endpoint using a look-up service. The 
remote endpoint then responds directly 
to the initiating endpoint with its own 
capabilities and contact details. After 
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Figure 3 The endpoint in a video-doorbell or -security system comprises a 
microphone, an amplified speaker, an analog or digital Web or surveillance 
camera, a video display, an Ethernet or wireless-LAN interface, and a pro-
cessing device.
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these negotiations are complete, the 
call commences with voice and video 
communication. 

Apart from simple connection of two 
parties, SIP offers other enhanced ser-
vices, such as call forwarding, call hold, 
voice mail, and instant messaging. A 
voice and video call, such as one that a 
video doorbell would set up, comprises 
one audio stream and one video stream. 
These streams are separate in the net-
work and much of the software they use, 
but you must combine and synchronize 
them at the endpoint to ensure a good 
user experience. In both cases, the data 
streams pass through similar processing 
networks.

The encoding path from the micro-
phone and the camera to the network 
includes the audio/video driver, which 
receives sampled speech and video from 
a buffer that a codec device feeds. After 
this process, AEC (acoustic-echo can-
cellation) occurs. AEC supports full-du-
plex, hands-free, speakerphone capabil-
ity, which requires tuning to the device’s 
acoustic properties. After AEC, video 

preprocessing occurs. During this step, 
the video stream may require resizing, 
rotation, or mirroring. Next, a speech- 

and video-coding process compress-
es the sampled data stream to reduce 
bandwidth requirements within the 
network. The bandwidth available is 
one factor in determining the codec 
and the video-image size. A common 
speech codec is G.729; H.264 is now 
in demand for video.

After this process, packetization 
segments the data stream into blocks 
for traversal of the network. Each of 
these requires an RTP (real-time-pro-
tocol) header to help with reconstruc-
tion of the stream at the remote end. 
The RTP header includes fields such 
as sequence number, time stamp, and 
SSRC (simple server-redundancy pro-
tocol), a number unique to the stream. 
UDP (user-datagram-protocol) and IP 
processing occurs next. In this step, 
the RTP packets pass to the IP stack 
and receive a UDP header correspond-
ing to the destination address they ar-
rived at during the signaling process.
After encoding, the decoding pro-

cess takes place. Decoding operates on 
the data stream it received from the IP 
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consists of separate modules, each focusing 
on individual tasks.
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network. First, during UDP and IP processing, received me-
dia packets pass through the device’s UDP/IP stack. A jitter 
buffer assembles the received packets, using the RTP-header 
information, before decoding. The management of this buf-
fer handles out-of-order and lost packets using PLC (packet-
loss-concealment) techniques and is key to the device’s QOS 
(quality of service). During audio and video decoding, the 
compressed data decodes to a raw format before passing on to 
the audio and video drivers.

Fundamental building blocks
For the endpoint to function correctly in real time, these in-

dividual functions must take place in the correct sequence; all 
must coexist in the same processing device such that you can 
consider them as a single VOIP and video-over-IP module op-
erating alongside any other applications the device requires. 
The V2IP module must be configurable in many ways, such 
as its management of drivers, to allow for low-power modes or 
for interaction with higher layers of the system, such as calls 
directly from an address book.

The best way to achieve these objectives is to provide a 
framework that will handle the lower levels of a VOIP and vid-
eo-over-IP module. This framework consists of separate mod-
ules, each focusing on individual tasks (Figure 4). The objec-
tive of the framework is to speed the overall product design 
and development. A real-time application manages the mod-
ules in the framework; the application processes at the rate of 
incoming and outgoing data and determines the behavior of 
the modules by means of a set of APIs (application-program-
ming interfaces). The use of APIs for interfacing to the un-

derlying framework allows you to 
abstract the application code from 
the scheduling of each of the com-
ponents within each module, but it 
does have control over key compo-
nents, such as codec, AEC, frame 
rate, image size, and bandwidth, to 
ensure the best user experience for 
the network conditions.

The real-time application re-
sponds indirectly to user commands, 

such as making and answering calls. The user typically makes 
these commands using a GUI (graphical user interface) that 
itself has underlying service applications to support a phone 
book and its database or the logging of calls and messages, for 
example. The GUI and service applications behave differently 
from the real-time application in that they are event-driven 
rather than taking place in real time. For this reason, you must 
set up a communication path, such as the event router in the 
figure, between the two layers. The event router passes mes-
sages between the event-driven and real-time parts of the sys-
tem. You must use a protocol and provide a queuing mecha-
nism for these messages. You can use third-party-software ven-
dors as sources for ready-made and tested software that pro-
vides all the applications from the GUI and services to the 
real-time application. 

IP networks can overcome the connectivity disadvantag-
es of point-to-point analog-door-entry and security systems. 
These networks can connect many endpoints and use the 
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same cabling for both video and audio 
data, and they can also control those 
endpoints. However, devices only re-
cently emerged that allow sufficiently 
high-quality video to traverse these 
networks at a reasonable cost. These 
devices are now widely available due 
to the increasing popularity of VOIP 
and V2IP with consumers, and, be-
cause their functions are almost iden-
tical, they can find use within door-
entry and security systems. Therefore, 
despite the fact that IP systems offer so 
much, their overall costs remain low.

The move from analog to digital 
packet-switched systems from a techni-
cal perspective is not trivial. However, 
you can gain much by outsourcing ele-
ments of the system and working with 
experienced software suppliers and sil-
icon vendors offering devices target-
ing this market. A silicon supplier can 
provide reference designs to speed the 
hardware design and a BSP to afford a 
platform for application code. A soft-
ware supplier can provide a framework 
with already-written code for the most 
specialized parts of the V2IP-software 
development.

Demand a software approach in which 
highly optimized speech and video co-
decs, echo cancellation, and call con-
trol all combine into a set of structured 
modules for use within a system devel-
oper’s application. This step alone will 
result in shorter product-development 
cycles and the realization of significant 
time-to-market advantages.EDN 
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