
The Smart Grid depends on smart 
meters with sophisticated communica-
tion capabilities to monitor energy usage 
and allow residential and business con-
sumers alike to make informed choic-
es about how much energy to use and 
when to consume it. The Smart Grid 

faces difficulties, though. Although, at 
the federal level, Washington has passed 
legislature such as the 2007 energy bill 
and the 2009 stimulus plan, utilities ac-
tually deploy power on a state-by-state 
basis. California and Texas are the states 
most aggressively moving toward smart 

metering in preparation for the Smart 
Grid (Reference 1).

Regardless of whether the Smart 
Grid in some form will proceed at the 
national level smoothly and seamless-
ly, enough individual utilities are pur-
chasing and installing electronic power 
meters to make this market significant. 
Look at the important applications of 
the past 20 years: cell phones, comput-
ers, large-screen TVs. They make their 
mark because they have a market in the 
hundreds of millions. Utility-installed 
power meters have a similarly powerful 
market. Every house and commercial 
building requires one. Utility companies 
could replace 500 million meters world-
wide over the next 10 years.

Smart power meters comprise a mi-

Tamper-resistant smart 
power meters rely on  
isolated sensors

Utilities are pushing to replace old electromechanical meters with microcontroller-
based smart meters that, in addition to their intelligence and communication ability, are 
also tamper-proof. there is also a growing market for individual small power meters and 
an emerging market for metering at the server, or individual-appliance-network, level.

By Margery Conner • technical editor

 M
ost residences and commercial buildings in 
the United States currently use an old-style 
electromechanical utility power meter to 
track electricity use. The meters are reli-
able and cheap but hopelessly inadequate 
for use by a power-distribution system that 
requires accurate, repeatable power metrics 
as well as wired or wireless communica-
tions—in other words, the coming Smart 

Grid electrical-power-distribution system.  

march 19, 2009  |  EDN  29



crocontroller with onboard ADC and 
DAC, a sense component for both 
voltage and current, an ac/dc-power 
converter, battery backup, and wire-
less or wired communication capability  
(Figure 1). 

Power-meter ICs are available from 
companies including Texas Instruments, 
On Semiconductor, Maxim, Analog De-
vices, Teridian, and Ev2. These ICs are 
essentially microcontrollers that track 
power-usage information as well as in-
formation back from the utility. They 
can perform some DSP calculations on 
voltage waveform and quality, commu-
nicate the information to a display, and 
store the information to be sent. Al-
though the term smart meter indicates 
that the microprocessor is the central 
component, antitampering precautions 
make selection of the current-sensing 
component and even power backup im-
portant decisions for smart meters.

There are three main types of current-
sensor technology for power meters: cur-
rent transformers, Rogowski coils, and 
resistive shunts. The technology you use 
depends on whether the power distribu-

tion is multiphase or single-phase. Most 
homes worldwide use only one phase 
from the generator coming to the wiring 
of the house. The US residential mar-
ket uses a split-phase distribution that 
delivers 120V ac and as much as 240V 
ac to residences and requires a current 
transformer as the isolated voltage/cur-
rent sensor. Commercial and some resi-
dential deployments in northern Europe 

use three-phase, but homes are usually 
single-phase. In general, when sensing 
voltage and current to determine power 
usage in metering, you use a shunt resis-
tor on single-phase distribution systems 
and a current transformer or Rogowski 
coil in a split- or three-phase system, be-
cause measuring the voltage across dif-
ferent phases can exceed the voltage 
tolerance of semiconductor devices. 

The most popular isolated sensors are 
current transformers, Rogowski coils, 
and Hall-effect sensors, roughly in or-
der of popularity (Figure 2). A current 
transformer has an iron core and is sus-
ceptible to tampering with a large per-
manent magnet. A magnet next to the 
transformer can saturate the core so that 
the sensing coil can’t pick up the ac field 
in the power line. A Rogowski coil has 
an air core and consists of a coiled piece 
of wire that wraps around the power 
line. Unlike an iron core, the air core 
doesn’t saturate in the presence of a 
large permanent magnet. However, it’s 
susceptible to other tampering methods, 
such as the presence of a large inductive 
field that couples into the coil and over-
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AT A  G LAN CE
Implementing the Smart Grid 

requires utility meters with elec-
tronic intelligence, tamper-proof 
electronics, and backup power.

Magnetic and inductive fields do 
not affect shunt-based current sen-
sors, as they do current transform-
ers and Rogowski coils. 

Current transformers and 
Rogowski coils are inherently  
isolated sensors.

Backup power sources allow 
power meters to record and trans-
mit power-outage data when ac 
power is unavailable. 
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whelms the ac current the coil is meant 
to sense.

Hall-effect sensors rely on a semi-
conductor device to sense the magnetic 
field caused by the alternating line cur-
rent. But their readings can vary with 
temperature and are not always linear 
over a wide range of current. This prob-
lem is more significant in the US mar-
ket, in which meters are rated as high as 
200A, than in, say, India, where meters 
measure 20 or 40A. “Linearity becomes 
important in a market like the United 
States,” says Kourosh Boutorabi, Terid-
ian’s vice president and general manag-
er of the meter-products-business unit. 
“The requirement by utilities is for me-
ters to have 0.2% error. Tolerances in 
the rest of the world are closer to 1% 
error. If you’re consuming more power, 
then more loss in measuring is more im-
portant, and accuracy in measuring is 
more important.”

Hall-effect sensors have advantages, 
too, he says. “Although they are not 
as accurate as [current transformers], 
they are cheaper.” A Hall sensor can be 
pushed against [the power line] with no 
physical interconnection.” With a cur-
rent transformer, you have to manually 
assemble the power line and the sensing 
coil.  

Most power meters worldwide are sin-

gle-phase and use a simple shunt resis-
tor as a current-sensing element. Cathal 
Sheehan, product-marketing manager 
for Bourns’ resistive-products division, 
characterizes shunts as simple, inexpen-
sive, and unaffected by the magnetic 
and inductive fields that befuddle mag-
netic and inductive sensors. 

Mark Strzegowski, energy-metering-
products-marketing engineer at Analog 
Devices, agrees that shunts provide no 
isolation between multiple phases, so 
you need to provide the isolation else-
where. The company’s approach is to 
use a shunt resistor with an isolating 
planar transformer it bases on the com-
pany’s iCoupler technology for the iso-
lating component: The iCoupler and 
shunt resistor combined are still cheap-
er than the cost of a current transform-
er or Rogowski coil, and they still pre-
serve measurement linearity. “One of 
the things important to consider in se-
lecting a current-sensing technology is 
the performance that the customer is 
looking for,” says Strzegowski. “There 
has been a trend in the market toward 
wider dynamic ranges and also adding 
more measurements. You need to accu-
rately measure 100A current all the way 
down to 100-mA current, with the same 
level of accuracy, since 0.1% is a typical 
accuracy spec.”
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Figure 1 Smart power meters comprise a microcontroller with onboard ADC and DAC, 
a sensing component for both voltage and current, an ac/dc-power converter, battery 
backup, and wireless or wired communication capability.  
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Shunts have inherent problems with 
heating: Although their response is fair-
ly linear, they can’t handle some of the 
largest loads because of their self-heat-
ing effect. Likewise, current transform-
ers typically have a small phase distor-
tion that requires compensation, espe-
cially when applications require more 
sophisticated measurements, such as re-
active- and harmonic-energy measure-
ments. In general, single-phase power-
distribution meters have shunt resistors 
for sensors, and three-phase meters have 
current transformers. 

Silvestro Fimiani, product-market-
ing manager at Power Integrations, ar-
gues that, in addition to its being tam-
perproof, efficiency in a power meter is 
important, especially because there is 
the potential in the near future to install 
or replace more than 100 million power 
meters worldwide. “Over the life of the 
meter, you can waste as much as $20 in 
energy costs due to inefficient power us-
age in a meter,” he says. “This [amount] 
can be as great as the cost of the meter.”  
Fimiani may be a relatively lonely voice 
in the wilderness of smart meters call-
ing out for power efficiency:  Few other 
vendors are concerned with meter effi-
ciency, possibly because the purchaser of 
meters, usually a utility, is not the entity 
that pays for the meter’s power consump-
tion. That cost is invisible but passes on 
to the consumer.

The components in a power meter 
should consume little power not only for 
the sake of cost savings and efficiency, 
but also to make sure that the meter op-
erates efficiently when battery-powered. 
It’s strange to think of a power meter’s 
relying on battery power, but smart me-
ters must be able to continue to operate 
even when there is a power outage.

The importance of battery backup in 
power meters depends on the region. In 
the United States, for example, if the 
power is down, there’s nothing to mea-
sure, so there’s little need to have the 
meter awake. Strzegowski of Analog De-
vices points out that, in India, however, 
some specifications require that there 
must be two batteries in the system. One 
powers meter reading and information 
storage for 24 or 48 hours and keeps the 
display alive. The other retains the me-
ter information for as long as two years 
to prevent meter tampering. It removes 
the meter from the power line so that 
there is no voltage available to the me-
ter electronics, but power is still flowing 
in the line. 

Battery backup for power meters is of-
ten in the form of a lithium-thionyl bat-
tery, which has a self-discharge rate in 
the nanoamp region and a shelf life that 
exceeds 10 years. Tadiran is the larg-
est manufacturer of these batteries in 
the United States. The battery alone is 
enough to back up data in the meter but 
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Figure 2 A current transformer’s iron core is suscepti-
ble to tampering with a large permanent magnet. When 
you place it next to the transformer, the magnet can 
saturate the core so that the sensing coil can’t pick up 
the ac field in the power line (a). Rogowski coils have 
an advantage over current transformers because they 
employ air cores (b).
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not to burst data out in a wireless com-
munication. One approach is to use the 
battery to trickle-charge a supercapaci-
tor. Pierre Mars, vice president of ap-
plications engineering at supercapacitor 
manufacturer Cap-xx, explains how gov-
ernment regulations affect the meters: 
“Even though the meter is connected to 
the mains and there is abundant power, 
the meter cannot use it to transmit data,” 
he says. “One example is where I live in 
Australia, where the rules are [that] the 
meter cannot draw more than 2W of the 
user’s power, so they need to use a [su-
percapacitor] to provide the burst pow-
er for GSM [global-system-for-mobile] 
communications transmission, which 
requires up to 6W for 0.6-msec bursts, 
with average power less than 0.75W.” 
Mars notes that, if the government had 

written the rules in terms of energy used, 
rather than limiting peak power drawn, 
there would have been no problem.

In addition, supercapacitors provide 
adequate transmitting power for “last-
gasp” transmissions, in which, in the 
event of a power failure, the supercapac-
itor backs up power to enable a trans-
mission, alerting the meter that the 
power has failed.

Worldwide, power lost to tampered 
meters varies widely by region: The 
United States probably loses less than 
4% to tampering, whereas India reports 
losses of greater than 10%, and losses 
in some Latin American countries can 
reach 20%. The search for a tamper-
proof power meter is another reason to 
move toward smart power meters. One 
of the simplest and most common ways 
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Googling your power stats
There is a truism in managing resources: You can’t improve anything 
you can’t measure. Google.org, the philanthropic side of Google, says, 
“We believe that everyone deserves access to their energy information 
to make smarter choices about energy use.” So, Google is developing 
software that allows everyone to display their home power usage right 
on the Google home page (Reference A, Figure A).

The only catch is that the Google PowerMeter depends on the user’s 
having a smart power meter. Currently, there are about 40 million smart 
power meters worldwide, but power utilities are planning to add 100 
million more within a few years.

Refe   r ence 
Power to the People, http://googleblog.blogspot.com/2009/02/

power-to-people.html.
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Figure A Google’s PowerMeter software, currently in prototype, will receive 
information from utility smart meters and provide that information to homeown-
ers on the Google home page. The information includes total energy consump-
tion and energy consumption by time of day.
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to tamper with a power meter is through 
the sensor. 

Why are antitampering methods im-
portant in the United States? At in-
creasingly high electricity rates, a 4% 
loss is enough to get the utilities’ atten-
tion. But, even more important, stolen 
power is the most common power source 
for illegal marijuana “grow houses.” The 
power bill for such houses in urban ar-

eas can easily hit $10,000 a month, and 
stealing power from nearby power lines 
is a convenient way to get it. Neither 
nearby residents nor utilities are in favor 
of grow houses, so using smart meters is 
potentially an effective way to curb the 
activity. However, any activity that im-
plies that a large organization, such as 
the government or a utility, is moni-
toring personal activities is a concern 

to some people (see sidebar “Googling 
your power stats.”)

The rising cost of power has made 
fine-tuning of power metering for non
utility applications, too. Dave Heacock, 
senior vice president of TI’s high-vol-
ume analog and logic business, says that 
server farms sometimes ask their front-
end ac/dc-power-supply vendors to in-
clude power metering so that the farms 
can charge their customers according to 
their usage: The power they use at peak 
usage time will be subject to a higher 
rate. “Users [will] start to think, ‘I’m go-
ing to do all my credit-card transactions 
at midnight when power costs less,’” 
Heacock says.

Tolerances for such an application 
will probably not be as tight as for a util-
ity power meter: Heacock suggests rep-
resentative tolerances for such meter-
ing devices are 2% for loads greater than 
20% of full load, dropping down to 5% 
accuracy at 5% of full load. The reason 
for the relatively loose tolerance, he ex-
plains, is they don’t want to add appre-
ciably to the cost of the solution.EDN

Refe   r ence 
Harbert, Tam, “Chip companies all 

charged up over smart meters,” EDN, 
June 24, 2008, www.edn.com/article/
CA6572681.
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